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Abstract 

A detailed building survey was conducted to assess the fire hazard vulnerability of high-
rises in the Banani area of Dhaka. Assessments were done by interviewing building 
management and experts. The buildings were assessed rated based on thirty-three 
indicators. The study reveals that around 47% of the surveyed buildings are in a high 
level of vulnerability. The remaining 37% are medium, and around 16% are less 
vulnerable. All the buildings constructed before 1993 (before the drafting of the BNBC -
Bangladesh National Building Code and any act and regulation of fire protection and 
prevention) are highly vulnerable. The buildings constructed between 1993 and 2006 (the 
Fire Prevention and Fighting Act - 2003 came into force), before the enactment of the 
BNBC, 62% were in medium, and the rest (38%) were in high vulnerability level. Those 
were constructed after the enactment of the Dhaka Building Construction Rules 2008 also 
enforced); only 12.5% are high, 50% medium, and 37% less vulnerable. We found that 
safety regulations (BNBC, building construction rules) and properly implementing the 
fire safety acts/rules can drastically enhance safety standards. Policymakers and other 
stakeholders can find this research outcome helpful regarding fire safety enforcement.  

 
Key words: Fire hazard, Vulnerabilities, High-rise buildings, Dhaka. 
 

Introduction  

Dhaka, the capital of Bangladesh, is expanding spatially and vertically rapidly due to a 
high urbanization rate and a burgeoning population (Rahman et al., 2020; Rashid et al., 
2023). However, the city is growing unplanned, and the concentration of different types 
of economic activities and diverse land use patterns (mixed use of land for commercial, 
residential, and industrial purposes) sometimes flout safety regulations, making fire 
safety a complex  riddle  to  solve. Moreover, the storage of chemicals in residential areas  
 
*Corresponding author: maruf.dsm@du.ac.bd 
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without proper safety measures (Sahebi et al., 2020) and more than 35000 slums (Nazem 
and Sultana, 2021) exacerbated the risk of fire incidents. The nature of the fire incident in 
Dhaka is diverse. Dhaka's fire incidents’ occurrence ranges from factories, garments, 
industries, residential buildings, high-rise buildings, chemical storage-originated fires, 
and fires in slums to fires in marketplaces. There is only a small number of research on 
fire incidents in Dhaka. Alam and Barai (2004) categorize fire hazards and identify 
several zones as the most hazardous for fire incidents. Islam and Adri (2008) studied 
public perception and policy issues related to fire hazards in Dhaka. Wadud et al. (2014) 
assesses fire risk in ready-made garments by developing a fire risk index. Jahan et al. 
(2015) identified the fire risk of chemical warehouse and residential unit areas in Dhaka. 
Rahman et al. (2015) have done vulnerability mapping to illustrate the fire vulnerability 
of Dhaka. Azad et al. (2018) researched the fire risk of industries in Gazipur and Dhaka. 
Islam and Hossain's (2018) study were on the mitigation perspective of fire hazards in 
Dhaka. Sahebi et al. (2020) evaluated the fire risk in the Nimtoli area, where a 
devastating fire incident occurred in 2010. Tishi and Islam (2019) studied the distribution 
pattern of fire incidents in different land use and infrastructure. Chisty and Rahman 
(2020) explore the coping capacity of fire disasters in old Dhaka. Rahman et al. (2022) 
studied individual-level fire hazard preparedness of Dhaka dwellers. Huda's (2022) 
research was on user-level fire hazard awareness of high rises in the Mohakhali area. Our 
literature review reveals inadequate research focus on fire hazards in Dhaka. However, 
fire is the most frequently occurring urban hazard in Dhaka (Huda, 2022). 

For this reason, this research has been done to determine the vulnerabilities of high-rise 
buildings to fire incidents. The building vulnerability is assessed based on several 
indicators related to fire safety standards. The chosen area for the study is the 
neighbourhood of Kemal Ataturk Avenue in the Banani-Gulshan area, as there is a 
previous history of devastating fire incidents in high-rise buildings, and many 
commercial multistorey buildings are located there.  

Study area: On 28 March 2019, FR Tower, located in the Kemal Ataturk Avenue of 
Banani of Dhaka, experienced a devastating fire incident, resulting in the tragic death of 
26 people (Huda, 2022). That incident underscored the critical shortcomings of fire 
safety, such as faulty construction, inadequate fire-fighting equipment, poor emergency 
management measures, and insufficient knowledge of the operation of existing 
equipment. In response to that tragedy, this research was carried out on 19 high-rise 
commercial buildings in the vicinity of FR Tower, along the Kemal Ataturk Avenue, 
between 2019 and 2020 (Fig. 1). The Bangladesh National Building Code (BNBC) 2006 
categorizes buildings over 20 meters as high-rise buildings; however, within the BNBC 
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2020, the definition of high-rise is updated, and over ten storeys/ 33 meters are now 
considered high-rise buildings (Huda, 2022; MoHPW, 2024a; MoHPW, 2024b).  
According to the Fire Protection and Prevention Law 2003, buildings more than six 
storeys are considered as high-rise (Huda, 2022). We considered the previous definition 
of high rise and included 7-26 storeys building in our research.  We have followed two 
steps in our building selection process. The first step was a census (all buildings close to 
the vicinity of the FR tower were taken into consideration), followed by purposive 
sampling. During the census (done during the reconnaissance survey), we identified the 
building based on a few criteria for the detailed survey. The criteria are as follows: The 
building must be a high-rise, fully or partially used for commercial purposes, and close to 
FR Tower. We could not access all the buildings, and the building management was not 
interested in participating in the survey. As a result, in the second step, we selected 19 
buildings using purposive sampling (see Tongco, 2007) methods from the selected 
building in the first step. 
 

 
Fig. 1. Location of the study area. 
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Materials and Methods  

Vulnerability is defined as the susceptibility of individuals, communities, assets, or a 
system to the impact of a hazard, which is determined by a group of conditions, including 
physical, social, economic, and environmental (UNDDR, 2024). We emphasise the 
assessment of physical vulnerability (the ability of the built environment- building road 
and other infrastructure to withstand the impact of any hazard) (Woodruff et al., 2018) of 
buildings and user-level susceptibility to fire hazards. A total number of 19 high-rise 
buildings (7-26 storeys) have been evaluated in this research. The building was chosen 
during a reconnaissance survey. Expert opinion was taken, and the Department of Fire 
Service and Civil Defence (DoFSCD) checklist was considered to develop the building’s 
indicator-based fire safety framework. From 2019 to 2020, the lead author conducted a 
detailed building survey. The lead researcher interviewed the management of all surveyed 
buildings and maintained a field notebook during the survey. Weighing and grading the 
indicators was done by averaging the scores of five experts. A composite vulnerability 
score was derived for each building from the weighted and graded parameters. Previous 
studies by Wadud et al., 2014, Rahman et al., 2015, Rahman et al., 2017 and Sahebi et 
al., 2020 used weighted and graded indicators to assess fire hazard vulnerability and risk. 
Based on the composite score and expert opinion, the buildings are grouped into high, 
medium, and low vulnerability levels.  

Parameters for fire vulnerability assessment: Thirty-three (eighteen quantitative and 
fifteen qualitative) parameters were selected for the fire hazard vulnerability assessment 
(Table 1). 

Development of weight: A weight value of 1-5 is assigned to each indicator (Table 2). 
Weighting is intended to identify the importance of the indicators in terms of the impact 
of fire hazards (Table 3). Thirty-three parameters (eighteen quantitative and fifteen 
qualitative) were selected for the fire hazard vulnerability assessment (Table 1). The 
weight of each indicator is detailed in Table 3. 

Grading of parameters: Each indicator has been given a grade depending on the impact 
of those indicators on a particular building. The qualitative indicators are rated based on 
the description collected during the field survey with the help of expert opinion from 
excellent to very poor, with corresponding grading points detailed in Table 4. The 
quantitative indicators are rated based on the deviation from the required condition to 
comply with fire safety standards (Wadud et al., 2014).  

 
 



Fire hazard vulnerability assessment of commercial high-rise 5 

Table 1. List of the quantitative and qualitative indicators. 
 

Quantitative Parameters/Indicators Qualitative Parameters/Indicators 
1. Smoke detector 
2. Fire alarm 
3. Unlocked emergency exit 
4. Width of emergency exit 
5. Refilled fire extinguisher 
6. Width of the main exit 
7. Distance from adjacent buildings 
8. Sprinkler 
9. Skilled/trained people for firefighting  
10. Fire door 
11. Alternate power/ generator operator  
12. The existence of a restaurant with kitchen 
13. Distance from electric pole/transformer  
14. Main electric switchboard  
15. DoFSCD notice 
16. Lift and lift operator 
17. Floor area 
18. Number of floors  

1. The practice of fire drill 
2. Ventilation of emergency exit 
3. Ventilation of the main staircase  
4. Lighting facilities of the main staircase 
5. Lighting facilities of the emergency exit 
6. Exit sign and refuge area 
7. Accessibility of water 
8. Main electric switchboard  
9. Emergency light 
10. Roof accessibility 
11. Control room 
12. Electric connections checking 
13. Generator room 
14. Main exit  
15. Reserve water tank 
 

 
Table 2. Definition of weight for each indicator adopted from Wadud et al., 2014. 
 

Weight Description of consequences 

5 Most important—if absent, there could be serious damage to life and properties. 

4 Important—if absent, life and properties could be considerably damaged. 

3 Essential—in the absence, fatalities may be avoided. However, significant injuries 
and property damages still occur. 

2 Essential—in the absence, loss of properties and injuries will be considerable. 
1 Preferable —not essential, however desirable 

 

Smoke detector: There should be one smoke detector in every 75 sq. meter area, 
according to Firefighting Rules 2014 (DoFSCD, 2014). The required smoke detector 
number has been calculated using the following formula for each building, and then the 
deviation has been calculated. 
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Table 3. Indicators used in surveys with their average weight. 
 

Indicators 
No. 

Indicators/Parameters Description of indicators/parameters Weight 
(Xi) 

1 Smoke detector Availability and number of smoke detector  5 
2 Fire alarm  Availability and number of fire alarms on 

each floor 
5 

3 Unlocked emergency 
exit 

having unlocked emergency exits 5 

4 Width of emergency 
exit 

Deviation from ideal width 4.8 

5 Main exit  Number of main exits for getting out of the 
building 

4.6 

6 The practice of fire drill Provision and frequency of fire drill 4.6 
7 Ventilation of 

emergency exit 
The ventilation system in the emergency exit/ 
staircase 

4.6 

8 Lighting facilities of 
emergency exit 

Availability and type of lighting facility in 
emergency exit/staircase 

4.6 

9 Refilled fire 
extinguisher 

 Number of refilled extinguishers 4.6 

10 Exit sign and refuge 
area 

 Proper exit sign on each floor, provision of 
refuge area in the building 

4.6 

11 Accessibility of water Availability of water for emergency use 4.6 
12 Width of the main exit Deviation from the ideal width 4.4 
13 Main electric 

switchboard  
Location of main electric switchboard (for 
easy access) 

4.2 

14 Roof accessibility Unobstructed/easy access to the roof (with 
open space on the rooftop) 

4.2 

15 Emergency light Availability and connection system of 
emergency light 

4 

16 Fire Door Availability of a fire door on each floor 
separating the emergency exit 

4 

17 Sprinkler  Availability and number of sprinklers 
(deviation from required number) 

4 

18 Reserve water tank Number of reserve water tanks (having an 
extra tank for firefighting) 

4 

19 Distance from adjacent 
buildings 

Deviation from ideal distance 3.8 

20 Lighting facilities of the 
main exit 

Availability and type of lighting facility in 
main exit/staircase 

3.8 

21 Control room Availability of a well-organized control room 3.8 
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22 Skilled/trained people 
for firefighting 

Number of skilled people for firefighting and 
their level of skill 

3.8 

23 Electric connections 
checking 

Yearly/monthly checking of all electric 
connections/equipment 

3.8 

24 Ventilation of the main 
exit/staircase 

The availability of the ventilation system for 
the main exit/ staircase 

3.6 

25 Distance from the 
electric 
pole/transformer 

Deviation from an ideal distance 3.5 

26 Alternate power/ 
generator operator  

Number of operators for generator 3.5 

27 Main electric 
switchboard  

Number of operators of the main electric 
switchboard 

3.4 

28 Generator room Location and condition of the generator room 3.4 
29 DoFSCD notice DoFSCD notice (fire emergency advice) on 

each floor 
3.25 

30 The existence of a 
restaurant with kitchen 

Number of floors having restaurant or kitchen 3.2 

31 Lift and lift operator. Type of lift (availability of fire lift) with 
operator number 

2.8 

32 Number of floors Number of floors greater than six 2.6 
33 Floor area Total floor area 2 

 
Table 4. Grade points of the indicators (Wadud et al., 2014). 
 

Grade point (Yi) Qualitative indicator Quantitative indicator based on deviation 

1 Excellent 0- 25%     

0.75 Good  26%-50% 

0.5 Moderate 51%-75% 

0.25 Poor  76%-100%  

0 Extremely Poor (If it 
does not exist)  

If it does not exist or deviation exceeds 100% 

 

Fire alarm: According to experts, at least one fire alarm should be on each floor. So, the 
deviation was measured by calculating the number of floors with no fire alarm.   
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Unlocked emergency exit: During the fire incident in the FR tower in 2019, emergency 
exits on many floors were locked, and the people in that building could not come out. 
Keeping emergency exits under lock and key is a common practice in Bangladesh. We 
calculated the percentage of floors with unlocked emergency exits in terms of the total 
number of floors and assigned grades according to Table 4. 

Width of emergency exit: The FR tower had an emergency exit of approximately 0.61m 
iron staircase. Getting out of the building was risky, even in the normal time using that 
exit. The standard width of the emergency exit must be at least 1.5m, according to Fire 
Fighting Rules 2014 (DoFSCD, 2024b). We calculated the deviation of the emergency 
and main exit from 1.5m.  

Refilled fire extinguisher: According to the opinion of experts, there should be one fire 
extinguisher in every 550 sq. ft. area. So, the required extinguisher has been calculated 
using the following equation. 

 
Then the deviation has been calculated using the following equation: 

 

Distance from adjacent buildings: Grading has been done based on the distance and 
description of buildings from survey and minimum requirements of side and rear space 
mentioned in BNBC for business and mercantile occupancy.  

Sprinkler: Typically, one sprinkler is required within 120-200 sq. ft. However, the expert 
consulted for this study suggested that ideally there should be one sprinkler within 100 
sq. ft. We employed the following formula to determine the spacing deviation: 

 

 

Then the deviation has been calculated as follows: 

 
Skilled/trained people for firefighting: Trained people play a great role during fire 
hazards. All people using the building must have basic firefighting knowledge and be 
aware of the firefighting facilities of the building. There should be enough trained people 
for firefighting in each commercial building who can perform emergency responses 



Fire hazard vulnerability assessment of commercial high-rise 9 

(dousing a fire with extinguishers, helping with evacuation) during any fire event. We 
have surveyed the building in detail (firefighting facilities, use of buildings) and collected 
information about the number of trained people, their training, and practice-related 
information. Then the building was graded based on the collected information.  

Fire door: The spread of fire and smoke can be prevented by installing fire doors. Fire 
doors also ensure safe evacuation through the emergency exits. For assessment, the ratio 
between the floor with a fire door and the floor having no fire door was calculated. 
Additionally, we assessed whether the doors identified as fire doors complied with fire 
safety standards or were simply wooden or steel doors described as fire doors. Collected 
information was used to rate the performance of the building to fire susceptibility. 

Alternate power/ generator operator: Each building should have three operators 
(according to experts). So, anyone can always be present. Buildings were graded based 
on the deviation of the number of operators and their duty hours. 

Existence of a restaurant or kitchen: Fire can ignite in a restaurant. Building with no 
restaurant is rated as excellent. Buildings with restaurants are rated from extremely poor 
to good according to the number of restaurants and their safety compliance. 

Distance from electric pole/transformer: The Bangladesh National Building Code 
stipulated that buildings must keep a minimum horizontal distance of 1.75 m from any 
high voltage electric lines (up to 33 kV) and 1.25 m for low to medium (<33 kV) voltage 
line during construction (MoHPW, 2024b). A building with no space with open electric 
wire is rated as extremely poor. Excellence is assigned to buildings having space more 
than 1.75 m. The building's space, however, is 1.75 m or less than 1.75 m is rated good to 
poor (Table 4) based on the calculated deviation during the field survey.    

Main electric switchboard: There should be three operators (according to experts) in each 
building working in shifts to ensure twenty-four hours of coverage (safety of electricity 
and critical facilities). We collected information about operators along with their working 
procedures. Then, the buildings were rated based on the information. 

DoFSCD notice: DoFSCD issues guidelines on actions to take during a fire with 
emergency contact information. It is recommended that the building authority display 
these notices evidently on every floor for quick communication during fire emergencies. 
The deviation has been calculated considering the number of floors without such notice. 

Lift and lift operator: According to expert views, there should be at least one liftman for 
each lift; at least 1 of 2-3 lifts must be fire lifts. A fire lift is a lift specially designed and 
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operated safely during a fire in a building. The lift and lift operator information were 
collected and graded during the survey.  

Floor area: A building with a large floor area typically requires more comprehensive 
firefighting facilities. In this study, buildings with a floor area under three thousand 
square feet are rated excellent, observing other factors such as fire alarms, smoke 
detectors, and additional safety measures to meet the requirements. In reverse, the floor 
area exceeding five thousand square feet was considered extremely poor if other safety 
measures were non-compliant with the standards. Moreover, during observation, it was 
noted that the allocation of fire safety equipment is sufficient regarding its accessibility 
and effectiveness across the building. 

Number of floors: We considered buildings to have more than six floors as high-rise 
buildings (MoHPW, 2024a). The firefighting challenge increases with the number of 
floors or heights of buildings. We calculated % of deviation of the number of floors from 
the 6th floor. 

Calculation of vulnerability score:  

 Finally, the fire hazard vulnerability score has been calculated using the following 
formula:     

(Rahman et al., 2015, Rahman et al., 2017,  Sahebi et al., 2020) 

Here, Xi = weight of the indicator and Yi = grade point of the indicators 

 

Result and discussion 

Assessment of fire safety condition: Based on 33 criteria, buildings are assessed and 
categorized from extremely poor to excellent, as outlined in Table 3 and Fig 4. Many 
buildings fall into extremely poor categories in different criteria due to non-compliance 
with safety standards regarding smoke detectors, fire drill practices, ventilation of 
emergency exits, emergency doors, lights, sprinklers, and control rooms (Fig 2). On the 
other hand, the highest number of buildings fall into good to excellent categories in the 
criteria of the main exit, lift and lift operator, electric connection checking, the width of 
the main exit, and the main switchboard (Fig 3).  

The indicator-wise fire safety condition of the selected building is shown in Fig. 4. Most 
of the buildings (around 60%) perform extremely poorly to poor in DoFSCD notice, 
ventilation in main exit/staircase, trained firefighters, reserve water tank, sprinkler, smoke 
detector, fire door, exit sign and refuge area, lighting facilities and ventilation in 
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emergency exit, fire drill, condition of control room (see Fig. 4).  The surveyed buildings 
perform (around 60%) well in indicators like lift operator, a restaurant in the building, 
electric switchboard safety, checking of electric connections, generator operator, the 
width of the main exit, emergency exit, accessibility of water and fire alarm (see Fig. 4). 
 

 
 

Fig. 2. Illustration of extremely poor to poor condition of exit (a.), narrow roof access (b.), 
dangerous electric wire (c.), and attached buildings (d.). (Source: Fieldwork, 2019-20). 

 

 
 

Fig. 3. Illustration of excellent to good examples of well-equipped control room (a. inset), hydrant 
with pressurize valve (a.); Fire extinguisher (b.), fire alarm (b. inset upper right) and direction 
of extinguisher user procedure (b inset lower right); Well-ventilated exit (c.), emergency light 
(c. inset upper left), exit sign (inset upper middle) and exit doors (c. inset upper right). (Source: 
Fieldwork, 2019-20) 

 

Assessment of Building Vulnerability: The aggregated vulnerability score for each 
building was derived from the combined score of the building. After multiplying the 
weight value and grade value of a particular indicator for a particular building, the 
products of all indicators have been summed up to have the final vulnerability score of a 
certain building. The buildings are categorized into low, medium, and highly vulnerable 
based on vulnerability scores and expert opinion (Table 5). The evaluation uses a scoring 
system where a higher score denotes less vulnerability to fire hazards—such buildings are 
safer in many criteria and categorized into good or excellent. On the contrary, a lower 
score pointed to a higher vulnerability, with many indicators rated as extremely poor or 
poor. 
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Fig. 4. Indicator-wise fire safety condition of surveyed buildings (Source: Fieldwork, 2019-20). 

 
Table 5. Vulnerability score of buildings. 
 

Vulnerability score range Level of vulnerability Number of buildings 
29-55 High 9 
56-82 Medium  7 
83-109 Low 3 
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 The Table 5 above shows that most buildings (9 out of 19) are highly vulnerable, with 
scores ranging from 29 to 55.  Seven buildings are medium vulnerable, and only three are 
in low vulnerable conditions. So, the situation indicates that most buildings have been 
constructed flouting BNBC rules and are non-compliant with fire safety standards. 
Although some buildings have adopted some safety measures, they still need 
improvement (firefighting, fire emergency plan, fire safety drill) to prevent fire incidents 
and fire-related damages. 

Building vulnerability, construction time, regulatory framework: The first act (the 
Building Construction Act 1952) on building construction in this region was promulgated 
in 1953 and has since undergone several amendments (Islam and Adri 2008). The first 
Bangladesh National Building Code was released in 1993. However, it was not officially 
gazetted until 2006 (Table 6). Out of nineteen surveyed buildings, three were constructed 
before 1993, eight between 1993-2006, and 7 after 2006 (Table 6). The evaluation reveals 
that nine are highly vulnerable, seven are medium vulnerable, and three are low 
vulnerable to fire hazards (Table 6).  
 
Table 6. Building vulnerabilities in terms of construction time (Islam and Adri, 2008; Huda, 

2022; Hossain et al., 2022; Afrose, 2023; DoFSCD, 2024a). 
 

Building Construction Time  Level of vulnerabilities 
High Medium Low 

Before 1993 (BNBC First Published) 3 0 0 
1993-2006 (Fire Prevention and Extinguishing Act, 2003; 
however, BNBC was not Gazette.  

5 3 0 

After 2006 (BNBC gazette in 2006; Dhaka Metropolitan 
Building Construction Act of 2008 enforced, Fire 
Prevention and Extinction Rules, 2014 was formulated) 

1 4 3 

 

All the buildings built before 1993 are highly vulnerable to fire hazards (Table 6). Five 
buildings are highly vulnerable, and three are moderately vulnerable among the eight 
buildings, constructed between 1993 and 2006. Among the buildings built after 2006, 
only one is highly vulnerable, 4 are moderately vulnerable, and 3 are low vulnerable. 
Most of the buildings built before 2006 were identified as highly vulnerable. Though 
BNBC was already formulated then, it was not applied in the construction process, nor 
have any modifications been made to comply with safety standards. With the formulation 
of the legal framework, we have seen that the safety condition of the buildings has 
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improved (Table 6). However, it is not satisfactory. The reason may be a lack of 
monitoring from the planning and construction phase to the use phase.   

Highly vulnerable buildings: There was no or less than the required space between these 
buildings. Moreover, this building lacks a proper emergency exit, or the exit is narrower 
than the 1.5 m standard. These buildings do not comply with necessary safety standards 
regarding a functional control room, the requisite number of smoke detectors, sprinkler 
systems, and professionally trained firefighting teams. There was no provision for 
firefighting drills. In some cases, exit signs are merely written on paper, which is unlikely 
to be effective during an emergency. Negligence is also observed in the maintenance of 
the emergency exit. The exit is often kept locked or blocked. The exits were not clean, 
lacked sufficient light, and were not well-ventilated. 

Moderately vulnerable buildings: We found seven buildings in moderately vulnerable 
conditions (three constructed between 1993-2006 and four after 2006). These buildings 
are equipped with smoke detectors, fire alarms, and emergency exits that are not locked. 
These buildings have professionally trained firefighting personnel and well-ventilated 
main and emergency exits. These buildings achieve moderate to good ratings in most of 
the indicators. Even in some indicators, these have received excellent scores, for 
example, the width of the main exit. These building is rated as moderately vulnerable due 
to under-performance in several key areas, for example, space between adjacent 
buildings, frequency of practicing fire drills, functionality of control room, presence of 
sprinklers, provision of emergency exit door, smoke detector, emergency exit lighting 
facilities.  

Low vulnerable buildings: Our research identified only three buildings in low vulnerable 
conditions constructed after 2006. The buildings are built in compliance with the BNBC. 
Most of the indicators of these buildings are rated as good or excellent. These buildings 
have sufficient space gaps with adjacent buildings and are located at a safe distance (1.75 
m) from electric poles, transformers, and hanging electric wires. The main and 
emergency stairs are well-ventilated, with a width exceeding 1.5 m. Emergency exits are 
kept unlocked consistently. Fire extinguishers are routinely checked and refilled. Every 
building has the necessary smoke detectors and fire alarms. Furthermore, these buildings 
are well-equipped with a control room and a professionally trained firefighting team. 
These buildings have provisions for regular fire drills. None of the buildings have a 
restaurant on any floor. They have a well-equipped control room and a well-trained 
firefighting team. These buildings have a fire drill provided regularly (more than five 
times a year). The building authorities have installed necessary emergency signs and 



Fire hazard vulnerability assessment of commercial high-rise 15 

safety notices of DoFSCD on different floors of the buildings. Smoking within these 
buildings is prohibited. The management team regularly checks electricity connections. 
They also have a reserve water tank for use in emergencies. However, the staircase to 
access the roof was narrow in two out of three buildings. One building does not have 
sprinklers but performs excellently in all other indicators.  

Presently, there are many regulatory frameworks and safety standards for building safety 
(Table 6). However, most buildings surveyed in this research were non-compliant with 
safety standards. According to the Dhaka Metropolitan Building Construction Act of 
2008 (Dhaka Mohanagar Imarat Nirman Bidhimala 2008), an occupancy certificate is 
compulsory. According to experts, most buildings do not have occupancy certificates or 
violate the certificate for space use. It is not practical to suggest the reconstruction of all 
these buildings. However, proper modification can improve the safety standards of these 
buildings. The expert interviewed in this study emphasizes the proper and corruption-free 
monitoring of the safety standards of the building (from planning and construction to the 
use phase) to improve fire safety in Dhaka. 
 

Conclusion  

Fire incidents are alarmingly increasing in Dhaka. The situation is worsening due to 
unplanned urbanization and the prolific growth of high-rises buildings. Building 
construction and use are sometimes done by flouting the BNBC, DoFSCD regulations, 
and the Dhaka Metropolitan Building Construction Act of 2008. Safety concerns were 
raised by the government and other stakeholders after the devastating FR tower incident 
in 2019. It is alarming that we found nine out of 19 buildings are highly vulnerable to fire 
incidents. These buildings lack proper fire safety measures (smoke detectors, adequate 
fire alarms, emergency lights, sprinklers, skilled workforce for fire safety, control rooms, 
and fire drills). 

Moreover, in many cases, we found that emergency exits were blocked or locked and did 
not comply with safety regulations. However, regulation measures positively correlate 
with safety standards, as recently constructed buildings comply with fire safety standards. 
Those buildings built before 2006 (before the gazette of BNBC) are the most vulnerable, 
needing more fire safety measures. On the other hand, the newly constructed buildings 
(after the formulation and enactment of fire safety and building safety regulations) mostly 
comply with fire safety measures. 
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Reconstruction of these vulnerable buildings is not a practical solution. However, these 
buildings' fire safety standards and emergency management capabilities can be enhanced 
through modification and continuous monitoring. 
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Abstract 

This study presents an in-depth analysis of the spatiotemporal changes in land use/land 
cover (LULC) land surface temperature (LST) and urban heat islands (UHI) in Bogura 
District, with a focus on Bogura Municipality, utilizing multispectral satellite images 
from 1993 to 2023. The LULC of supervised classification identified significant shifts, 
including a sharp expansion of settlement areas, particularly by 2023, and a notable 
increase in vegetation cover, reflecting improved vegetation health. However, agricultural 
and fallow lands have shown a marked decline, especially post-2000, suggesting shifts in 
land use or a reduction in vegetation density. Water bodies have gradually decreased in 
areas, likely due to land conversion or the drying up of sources. The normalized 
difference vegetation index (NDVI) analysis corroborates these findings, highlighting 
fluctuations in vegetation health and coverage. Concurrently, LST analysis reveals an 
increase in higher temperature categories, closely linked to urbanization and the 
formation of urban heat islands (UHIs). The expansion of settlement areas has intensified 
the UHI effect, where urban zones exhibit significantly higher temperatures compared to 
surrounding rural areas. Additionally, areas of low temperature have expanded, indicating 
changes in land surface characteristics. The data underscores the dynamic nature of land 
use changes over the three-decade period, with urbanization and land cover alterations 
significantly impacting both vegetation and surface temperatures in the region. The study 
provides a framework for creating plans to counteract the negative effects of climate 
change, especially the UHI effect, and to direct sustainable urban planning.  
 

Key words: Landuse, Land Surface Temperature, Urban Heat Island, Bogura District, 
Landsat image. 

 

Introduction 

Urbanization and environmental change are profoundly interconnected, affecting 
ecosystems, biodiversity, and local climates. Urban expansion's fast alteration of land use 
and land cover (LULC) has a profound effect on ecosystems, biodiversity, and the local 
and regional climate (Luck and Wu, 2002). The rapid urbanization in Bogura District has  
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led to significant land use and land cover (LULC) changes over the past thirty years. 
Remote sensing techniques have a vital role in identifying and controlling different 
meteorological and environmental occurrences (Borges et al., 2016). Utilizing satellite 
imagery from Landsat 5, 7, 8, and 9, this study investigates how these changes have 
influenced land surface temperature (LST) and contributed to the formation of urban heat 
islands (UHI). The Mono-window approach is a simplified method for calculating LST 
that only requires a small number of specific meteorological data (Jie et al., 2008, Ding 
and Shi, 2013). Several recent studies have utilized satellite data to examine the impacts 
of Land Use and Land Cover Change (LULC) on Land Surface Temperature (LST) 
(Ahmed et al., 2013; Zhang and He 2013). Previous studies highlight the impact of urban 
expansion on ecosystems and climate, noting that rising LST leads to reduced plant cover 
and increased heat island effects (Ramachandra et al., 2012). Socio-economic 
advancement linked with urbanization often results in significant and lasting LULC 
changes. These changes exhaust agricultural lands, threaten biodiversity, and alter water 
resources, thereby affecting local and regional climates. The Bogura District, with its 
rapid population growth and extensive agricultural expansion, faces numerous 
environmental challenges exacerbated by climate change. This study aims to address 
these issues by monitoring biophysical data and analyzing their temporal and spatial 
relationships. 

Despite the critical nature of LST and UHI phenomena, accurate assessments of land use 
patterns remain underexplored. According to (Weng et al., 2004), there is a positive 
correlation between Land Surface Temperature (LST) and the percentage of impermeable 
surfaces, while there is a negative correlation between LST and the percentage of green 
vegetation. Land surface temperature is a crucial parameter in land surface modeling, 
influenced by various environmental factors and measurable through satellite thermal 
infrared sensors (Kustas and Norman, 1996). This technology employs satellite and 
airplane platforms, providing novel prospects for investigating the occurrence of HIs 
(Voogt and Oke, 2003). Understanding the formation and growth of UHIs, areas with 
significantly higher temperatures due to urbanization, is essential for developing 
mitigation strategies (Xie and Zhou, 2015). By selecting appropriate satellite images and 
utilizing remote sensing techniques, this study aims to enhance our understanding of 
LULC dynamics and UHI development in Bogura District. The findings will be crucial 
for mitigating socio-economic risks, such as drought, flooding, and biodiversity loss, 
which are aggravated by climate change. Studies in various regions, including Dhaka and 
Gazipur in Bangladesh, have shown significant LULC changes affecting LST. However, 
the Bogura District lacks comprehensive studies on LULC and LST changes. This study 
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aims to analyze LULC changes and their relation to UHI development in Bogura District 
using multi-spectral satellite imagery. Various Landsat TM/ETM+/TIRS sensor's images 
are used to study the urban heat island (UHI) effect. 

 

Study area 

The study area is Bogura District, and it is located in the northwestern part of Bangladesh 
under Rajshahi Division (Fig. 1). The latitude of Bogura District is 24°51`N -24°85`N 
and longitude is 89°22`E- 89°36`E.The area covers 2899 square kilometers (District 
Statistics 2011: Bogura). The climate of the Bogura District is intense tropical monsoon 
which consists of two main seasons which are dry season (November to March) and rainy 
season (June to October). The average precipitation rate of the area is 1760 mm per year 
(BMD, 2021). January is the coldest and April is the warmest month in the study 
area.The population of the area is 38,15,192 and the average density is 1,316/km2 (BBS, 
2022).  
 

 

Fig. 1. Location map of the study area. 
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Materials and Methods 

The study is conducted with Landsat satellite images using supervised classification and 
various indices approaches to quantify the spatiotemporal changes of landuse, and 
algorithm retrieved LST and UHI of the Bogura district in Bangladesh (Fig. 2). 

 

 

Fig. 2. Methodological flow chart of the study. 
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Satellite Images 

Satellite imagery is often utilized to study the 'heat island effect' in metropolitan areas 
(Walawender et al., 2014). To conduct this study, we obtained six sets of Landsat images 
in GeoTIFF format for free from the United States Geological Survey (USGS) collection, 
which is available at (https://earthexplorer.usgs.gov/). The images, which cover the 
Bogura District in the years 1993, 2000, 2005, 2010, 2017, and 2023, were chosen from 
three distinct path and row combinations to cover the full research region. These pictures 
were georeferenced using the Universal Transverse Mercator (UTM) zone 45N 
coordinate system, with reference to the World Geodetic System (WGS) 1984 datum, and 
taken during daylight hours. Due to the scarcity of images with less than 10% cloud cover 
along the required pathways and rows, there were random pauses between collections. 
(Table 1) summarizes the data gathered from the United States Geological Survey.  
 
Table 1. Landsat Images Used in the Study. 
 

Year Sensor Platform Acquisition Date Resolution 
1993 Landsat 5 TM 08-12-1993  

 
30 m 

2000  Landsat 7 ETM+ 17-12-2000 
2005 Landsat 5 TM 07-11-2005 
2010 Landsat 5 TM 05-11-2010 
2017 Landsat 8 OLI 08-11-2017 
2023 Landsat 9 OLI 01-11-2023 

 

Methodology 

Image Pre-Processing 

This study utilized Landsat level-1 data from USGS Earth Explorer, specifically images 
from 1993, 2000, 2005, 2010, 2017, and 2023. These images underwent geometric 
correction to address distortions but often displayed radiometric anomalies due to 
atmospheric transparency issues, solar radiation variations, and scanning equipment 
flaws, necessitating radiometric correction for accurate representation. 

Radiometric Correction 

Radiometric correction is essential for comparing datasets over time, as it mitigates 
spectral property influences (Paolini et al., 2006). This process involves calibrating pixel 
values, transforming the sensor's Digital Numbers (DN) into measurements like radiance, 
reflectance, or brightness temperature. Using sensor-specific metadata, the DN values are 

https://earthexplorer.usgs.gov/).
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Table 4. Growth performance of Abelmoschus esculentus in response to different treatments. 
 

Soil used for        
growing plant 

Treatment Plant height 
(cm) 

Root 
length 
(cm) 

Leaf 
number 
per plant 

Leaf 
area 
(cm2) 

Pod number 
per plant 

 Alkaline soil Control 28.30 8.50 4.00 18.02 3.00 

Vermicompost 35.70 12.20 6.00 18.92 4.00 

Trichocompost 30.60 11.80 5.00 18.12 4.00 

P-value  <0.01 <0.01 >0.05 >0.05 >0.05 

 Acidic soil Control 19.30 8.70 4.00 17.02 No pod 

Vermicompost 23.60 10.20 5.00 17.98 3.00 

Trichocompost 23.10 9.20 5.00 17.12 1.00 

P-value  <0.01 <0.01 >0.05 >0.05 >0.05 

*** <0.01 = significant at 1%, **<0.05 =significant at 5%, * >0.05 =not significant. 
 
Table 5. Macronutrients uptake by Abelmoschus esculentus under various treatments. 
 

Soil 
used  

Treat-
ment 

Total N 
(kg/ha) 

Total P 
(kg/ha) 

Total K 
(kg/ha) 

Total S 
(kg/ha) 

Total Ca 
(kg/ha) 

Total Mg 
(kg/ha) 

Shoot Pod Shoot Pod Shoot Pod Shoot Pod Shoot Pod Shoot Pod 

Alkaline 
soil 

Control 17.32 9.75 1.11 0.39 10.28 2.86 1.94 0.80 8.42 3.49 4.07 1.27 

Vermi 40.55 16.5 2.40 0.78 18.92 3.87 5.11 1.34 20.57 5.06 7.06 1.70 

Tricho 21.15 12.4 1.42 0.61 12.27 3.24 1.75 0.67 10.63 6.45 5.25 1.57 

P-value  <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.05 

Acidic 
soil 

Control 9.88 No  
pod 

0.42 No   
pod 

4.52 No    
pod 

0.53 No    
pod 

2.62 No     
pod 

9.63 No    
pod 

Vermi 15.60 9.82 0.90 0.43 7.23 3.07 1.39 2.62 4.84 2.43 4.84 1.11 

Tricho 28.34 3.14 0.76 0.23 7.31 1.59 0.60 1.59 4.31 0.93 4.31 1.29 

P-value <0.01 <0.01 <0.05 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 <0.01 

*** <0.01 = significant at 1%, **<0.05 =significant at 5%, * >0.05 =not significant. 
 

after treated with biofertilizers which enhanced nutrient availability and nutrient uptake 
as well as a better growth and activity of roots. In alkaline soil, there is no significant 
difference in Fe uptake in pods and Mn upatake in both shoot and pod. In acidic soil, 
there is no significant difference in Fe and Mn uptake in shoot. These might be due to 
lower Fe, Mn content of both biofertilizers and soils. Similar findings were observed by 
Idries and Snadhu (1979); Jagdale et al. (1980); Bera et al. (2013). 
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Table 6. Micronutrient uptake by Abelmoschus esculentus under various treatments. 
 

Soil used Treatment Total Na (kg/ha) Total Fe 
 (kg/ha) 

Total Mn (kg/ha) Total Zn (kg/ha) 

Shoot Pod Shoot Pod Shoot Pod Shoot Pod 

Alkaline 
soil 

Control 0.25 0.07 0.48 0.05 0.02 0.006 0.26 0.08 

Vermi 0.41 0.11 0.34 0.05 0.04 0.009 0.35 0.10 

Tricho 0.19 0.08 0.07 0.01 0.02 0.02 0.15 0.07 

P-value  <0.01 >0.05 <0.01 >0.05 >0.05 >0.05 <0.01 >0.05 

Acidic 
soil 

Control 0.09 No pod 0.17 No pod 0.02 No pod 0.09 No pod 

Vermi 0.25 0.06 0.17 0.05 0.03 0.007 0.16 0.06 

Tricho 0.23 0.03 0.14 0.03 0.02 0.003 0.11 0.02 

P-value  <0.01 <0.05 >0.05 <0.05 >0.05 <0.05 <0.05 <0.05 

*** <0.01 = significant at 1%, **<0.05 =significant at 5%, * >0.05 =not significant. 
 

From the study, it can be stated that, the application of vermicompost appeared equally 
effective in both acidic and alkaline soil over the control on the growth of Abelmoschus 
esculentus. On the other hand, Application of trichocompost appeared more effective in 
acidic soil than alkaline soil. 
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Abstract 
Taxonomic description of a new species of orb-weaving spider of genus Cyrtarachne 
Thorell  is provided herewith. In this study, species Cyrtarachne kaikobadi n. sp. was 
identified as new to science. The paper presents an illustrated description of the new 
species together with brief generic diagnosis and distribution.   

 

Key words:  Taxonomy, Orb-weaving spider, Cyrtarachne, Araneae, Araneidae, 
Cyrtarachninae, Bangladesh.                             

                         

Introduction 

Spiders of the genus Cyrtarachne Thorell are common orb-weaving spiders in the garden 
and forests of Bangladesh. They belong to the family Araneidae and make typical webs 
within plant leaves on which they stay for the preys. Their preys are composed of many 
small pest insects those are injurious to economic plants. Members of the genus 
Cyrtarachne are colourful, small to medium in size and are typical in shape.  They are 
very slow in nature and some times stay whole day on the webs in the same position for 
the preys. They are one of the common biological control agents of insect pests in the 
gardens and forests.  

The genus Cyrtarachne was first erected by Thorell in 1868 with the type-species  C. 
grubei (Keyserling, 1864). At present, it is composed of 55 species in the world fauna 
and 12 species in the Indian Sub-continent but only 3 species are described in Bangladesh 
(World Spider Catalog, 2024; Tikader, 1960, 1962; Caleb and Sankaran, 2024; Biswas 
and Raychaudhuri, 2019; Chowdhury and Nagari, 1981; Okuma et al., 1993). A good 
number of species are also described in other different countries of the world (Yin and 
Zhao, 1994; Barrion and Litsinger, 1995; Yin et al., 1997; Song et al., 1999; Tanikawa, 
2007, 2013; Kim and Lee, 2012). The present paper contains  illustrated description of a 
new species  C. kaikobadi  n. sp. with its generic diagnosis and distribution. 

*Corresponding author: E-mail: vivekarach@gmail.com 
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Materials and Methods 

Collection and Preservation: The specimens were collected from different gardens of 
southwestern coastal areas of districts Bagerhat and Khulna of Bangladesh during April 
to May. Collections were made by jarking the branches of trees and shrubs on an inverted 
umbrella placed underneath the plants. The specimens after collection were placed to a 
large glass jar containing wade of cotton with chloroform for anesthesizing the 
specimens. These were then transferred to a petridish filled with 70% ethyl alcohol for 
sorting. After sorting, the specimens were then placed to separate glass vials with 70% 
alcohol for future identification and study. 

The collected specimens were primarily put in 70% alcohol and after identification, these 
were preserved permanently in Audmans’ Preservatives (90 parts ethyl alcohol + 5 parts 
glycerine + 5 parts glacial acetic acid) following Lincoln and Sheals (1985) and Tikader 
(1987).  

Identification and study: The specimens were identified by the study of various important 
taxonomic characters viz. - body shape, size, colour, eye pattern, decoration, structure of 
legs, chelicerae, pediplps, epigynum etc. The female epigynum was dissected out by the 
help of fine blade and the put it in clove oil for 10 to 12 hours (over night) following Levi 
(1965) and Tikader (1987). All other characters  were studied  following the description 
and keys made by different authors like - Davies (1988), Tikader (1982, 1987), 
Yaginuma (1986), Chen and Zhang (1991), Barrion and Litsinger (1995), Yin et al. 
(1997), Tanikawa (2007), Biswas (2009) and Kim and Lee (2012).   

After identification, the species was later confirmed from the Arachnida section, 
Zoological Survey of India, Kolkata. The specimens are now preserved with the 
collection of the Department of Zoology, Khulna Government Womens’ College, Khulna 
and later it will be deposited permanently to the Museum of the Department of Zoology, 
University of Dhaka, Bangladesh, in due course of time. 

Illustration and photograph: Whole body and different body-parts of spiders were 
illustrated by a Camera Lucida fitted with Stereozoom Binocular Microscope. Leg and 
palpal measurements were taken under the same condition in the following sequences : 
femur,  patella, tibia, metatarsus, tarsus and total length and all these measurements are 
taken in millimeters (mm). 

The Photographs of the identified specimens were taken in natural condition (in the field 
by DSLR Camera) and in the laboratory by Camera fitted microscope (model SV8, 
Zeiss).    
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Results and Discussion 

Systematics 
Family:  ARANEIDAE Clerck, 1757; Subfamily:  Araneinae O.P. Cambridge, 1871 

Tribe:  Araneini  O.P. Cambridge, 1871; Genus:  Cyrtarachne Thorell, 1868 
 

Type species:  C. grubei (Keyserling, 1864) 1868.  Cyrtarachne Thorell,  Eng.  Resa.  
Arachn.  : 10. Dema :  Karsch,  1878 : 801;  Cyrtarachne:  Simon, 1895 : 880; Pocock, 
1900 : 228;  Yaginuma , 1960 :  61 ;  Tikader, 1960 : 547; Barrion and Litsinger, 1995: 
581; Platnick, 1997 : 498; Yin et al. : 267; Majumder, 2005 : 9; Biswas, 2009: 149; 
World Spider Catalog, 2024 , Version 24.5, Nat. Hist. Mus. Bern, http ://wsc.nmbe.ch  

Diagnosis: Spiders of the genus Cyrtarachne Thorell are small to medium in size with 
body rounded to nearly rounded. Cephalothorax dorsally strongly convex and wider than 
long. Eyes small; lateral eyes large and contiguous. Chelicerae small, thick ; inner and 
outer margins with small teeth. Maxillae and labium leathery and scopulate. Legs long 
and slender ; tibiae I with strong spines. 

Abdomen triangular or rhomboid or elongately oval, with or without humps ; leathery 
and with or without sigilla. Epigyne variable. 

Biological note: These spiders build specialized geometrical webs within plant leaves in 
the garden and forests. They stay there long time for the preys and consume small pest 
insects from the webs. For this reason, they are considered as one of the important 
biological control agents of insect pests of economic plants. 

Distribution:  Asia, Australia,  Africa. 
 

Description of new species 

Cyrtarachne kaikobadi n. sp.  (Figs.1a - 1e; Plate 1) 

Material examined:  Holotype :  1 female, Harinkhana , Bagerhat,  07. IV. 1997 & 18. V. 
1997 ,  Coll. V.  Biswas;  Paratype:  1 female, ADI, Daulatpur , Khulna, 12. VII. 1998, 
Coll. V. Biswas; Allotype: Nil. 

Designation of the types  

Holotype: This is a single female specimen preserved permanently in Audmans’ 
preservatives. It was collected from the web of a shrub of village Harinkhana, district 
Bagerhat on 7th April, 1997 and the whole illustrated description of the species is made 
on the basis of its taxonomic characters. 
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Fig. 1(a-e). Cyrtarachne kaikobadi n. sp. a. Whole body (dorsal view);  b. Chelicerae;  c. Maxillae 

& Labium; d. Sternum;  e. Epigynum 
 

 

Plate 1. Cyrtarachne kaikobadi n. sp. (dorsal view) 
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Paratypes: This is also a single female specimen collected from Agricultural Diploma 
Institute (ADI), Daulatpur, district Khulna. It is also preserved in Audmans’ preservative 
on 12th July 1998. 

General: Body small, brown, robust, nearly rhomboid. Cephalothorax and legs brown ; 
abdomen yellow-brown with white dorsal reticulate markings. Total body length 10 mm. 
carapace 4 mm long, 4.10 mm wide ; abdomen 6 mm long and 5.10 mm wide. 

Cephalothorax:  longer than wide, medially wide, anteriorly narrowing with 2 lateral and 
1 median tubercles ; medially with a distinct transverse furrow ; cervical furrows weakly 
distinct (Fig. 1a). Eyes pearly white, similar; anterior row recurved and posterior row 
faintly so ; lateral eyes close and situated on tubercles ; median eyes marginal and placed 
lateral to the median tubercle ; ocular quad squarish. Chelicerae brown, small, strong, 
each of inner and outer margins with 2 and 3 teeth (Fig. 1b). Maxillae brown-black, 
longer than wide, anteromedially broad and scopulate (Fig. 1c). Labium brown-black, 
wider than long, anteriorly scopulate (Fig. 1c). Sternum dark brown, nearly heart-shaped, 
posteriorly bluntly pointed, anterior margin concave (Fig. 1d). Legs long and slender, 
clothed with spines and hairs; leg formula 2143 and the measurements (in mm) of leg 
segments are shown in Table  1. 
 
Table 1.  Measurements (mm) of leg segments of  C. kaikobadi  n. sp. 
 

Leg Femur Patella Tibia  Metatarsus Tarsus Total 
I  2.10/2.10 1.00/1.00  2.00/2.00 2.10/2.10 0.60/0.60 7.80/7.80 
II  2.80/2.80  1.00/1.00 2.00/2.00 1.80/1.80 0.60/0.60 8.20/8.20 
III 1.80/1.80 0.60/0.60 1.20/1.20 1.00/1.00 0.50/0.50 5.10/5.10 
IV 2.50/2.50  1.00/1.00 2.00/2.00  1.00/1.00 0.50/0.50 7.10/7.10 

 

Abdomen : Rhomboid, medially wide, posteriorly narrowed and bluntly pointed ; dorsum 
anteromedially with 2 sigilla and decorated with white reticulate markings ; epigyne 
tongue-like (Fig. 1e). 

Male unknown, it will be described when available in the collection. 

Etymology: The species is named after Professor Muhammad Kaikobad of Govt. P.C. 
College, Bagerhat to whom I am greatly indebted in this research. 

Distribution :  Bangladesh : Gardens of village Harinkhana, district Bagerhat and 
Agricultural Diploma Institute (ADI) garden, Daulatpur, district Khulna (type-localities).  
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Remarks:  The species is nearly related to C. biswajiti  Biswas & Raychaudhuri, 2019 in 
having the rhomboid structure of both the species. But none of its congeneric species 
(Tikder, 1982 ; Yaginuma, 1986 ; Koh, 1989 ; Shinkai & Takano, 1988 ; Namkung & 
Kim, 1985 ; Barrion & Litsinger, 1995 ; Yin et al. 1997 ; Kim & Lee, 2012) are known 
have abdomen posteriorly nearly tail-like. The present species also possesses the 
following diagonostic characters - 

1.   Structure of female genitalia (or epigynum) is quite different and it is tongue-like 
(Fig. 1e). 

2.   Cheliceral inner and outer margins with 3 and 2 teeth respectively (Fig. 1b). 

3.   Maxillae and labium broad, scopulate and without any spine (Fig. 1c). 

4.   Structure of sternum elongate (Fig. 1d). 

The species, is therefore, decribed as new to science. 
 

Discussion  

The new species Cyrtarachne kaikobadi n. sp. is a small, rhomboid, brownish coloured 
orb-weaving spider. Members of this spiders are available on the webs made by their own 
within gardens plants. It has some specialized diagnostic characters of like - chelicerae, 
maxillae, labium and also female genitalia on the basis of which it is established as a new 
species. So, from this study, it may be assumed that there are more numbers of endemic 
fauna (species) present in different areas of the country. 

Taxonomic study on the orb-weaving spider genus Cyrtarachne Thorell of Bangladesh is 
scarce, except  Okuma et al. (1993), Biswas (2009) and Biswas and Raychaudhuri 
(2019). Therefore, a detailed taxonomic study on this genus may discover several new 
species in future. 

As the new species  C. kaikobadi  n. sp. is an inhabitant of the gardens and forests, so, it 
may expect that it must have a predatory role in controlling pest insects of those 
ecosystems. 
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Abstract 

Edge-enabled Vehicular Ad Hoc Networks (VANETs) provision real-time services, 
storage, computation, and communication facilities to vehicles through Roadside Units 
(RSUs). Nevertheless, RSUs are often easy targets for security assaults due to their 
resource-constrained nature and placement in an open, unprotected environment. The 
compromised RSUs impede the VANET operations, causing traffic mismanagement and 
threats to human safety. Hence, an effective malicious RSU detection mechanism is 
crucial for VANETs. More specifically, a mechanism to detect the misbehavior of RSUs 
on RSU-to-RSU (R2R) communications, essential for message forwarding, beacon 
message sharing, and traffic alert sharing among RSUs, needs to be included. Besides, 
current works use only vehicle speed and density in beacon messages to assess trust 
without considering the sensor-detected data in the same messages. Nonetheless, sensor 
data is useful for traffic management, and neglecting them creates inaccuracy in trust 
estimation. This paper addresses these limitations and proposes a trust-based scheme to 
detect malicious RSUs that uses R2R interaction to analyze an RSU’s behavior. We 
also offer a mechanism to detect alteration of sensor-detected data in beacon content and 
incorporate this scheme in the trust calculation of RSUs. The experimental results show 
that the proposed solution effectively detects approximately 92% malicious RSUs, even 
in the presence of hostile vehicles. Moreover, integrating the proposed solution with the 
VANET routing protocols improves routing efficiency. 

 

Key words: Vehicular Ad Hoc Networks, VANET, Roadside Unit (RSU), Trust Management, 
Security, Beacon Message 

 

I. Introduction 

Vehicular Ad Hoc Network (VANET) is a leading-edge technology enabling systematic 
management of vehicles running on roads and highways. It models the transportation 
system as an ad hoc network and facilitates information exchange among the moving 
vehicles (Onieva et al., 2019). It improves human safety, reduces road accidents and 
traffic jams, and creates provisions for smart travel planning (Sheikh et al., 2019). Due to 
the highly dynamic environment of VANET, the availability of correct information at the 
right  moment  is  a  prime  requirement for  its  proper operation. In this regard, Roadside 
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Units (RSUs) play a vital role in accelerating information processing and providing 
services at low latency. However, the advantage of minimum latency comes with the cost 
of numerous security and privacy issues introduced by RSUs, affecting information 
accuracy (Abhishek et al., 2019).  

RSUs are edge devices usually deployed along the roadside on traffic lights, bus stops, 
road signs, etc., to provide various services to the vehicles (Onieva et al., 2019) They 
can be installed anywhere but are cost-effective to deploy in areas where traffic volume 
is high, and placement of expensive general-purpose edge devices with higher 
computing facilities is not feasible (Onieva et al., 2019). In VANETs, RSUs are trusted 
with several important responsibilities such as vehicle authentication (Yao et al., 2019), 
rogue vehicle detection (Al-Otaibi et al., 2019), and revocation (Malik et al., 2018). 
However, RSUs fall short of serving their purposes competently for two reasons. 
Firstly, they are typically resource-constrained compared to the general-purpose edge 
devices, although they have enough resources to serve the vehicles in their coverage area 
(Onieva et al., 2019). Due to their resource-constrained nature, they cannot support 
computation-intensive security mechanisms, making them easy victims of various 
security attacks. Secondly, due to the outdoor placement without tight protections from 
network operators, RSUs are vulnerable to intrusions, physical attacks, malfunctions, 
node compromise, sensor tampering attacks, etc. (Van der Heijden et al., 2018). 
Therefore, RSUs compromised by security attacks severely affect the correct functioning 
of the entire system, leading to severe consequences threatening human safety. Hence, 
accurate identification of malicious RSUs and avoiding them from the VANET operation 
is essential to ensure safe, secure and time-sensitive operation of VANETs. 

Traditional cryptography-based security mechanisms are not suitable for dynamic-nature 
VANET due to their time-consuming and intensive computations and the inability to 
address some security attacks such as false data injection and internal attacks (Zaidi et al., 
2014). Hence, trust-based schemes have been considered as an alternative to identify 
malicious entities in VANET at a low-cost (Hussain et al., 2020). At present, very few 
research works focus on identifying the malicious behavior of RSUs, an indispensable 
part of VANETs (Abhishek et al., 2019; Lu et al., 2018; Alnasser and Sun, 2021). Among 
them, (Abhishek et al., 2019) detects malicious RSUs based on vehicles’ feedback 
(vehicle-to-RSU (V2R) communication), (Lu et al., 2018) based on Received Signal 
Strength Indicator (RSSI), and (Alnasser and Sun, 2021) based on the discrepancy of an 
RSU’s decision with other RSUs. However, none of them consider the behavior of an 
RSU on R2R communication. Besides providing services to vehicles and other road 
entities, RSUs also interact with their one-hop neighbor RSUs for message routing 



A trust-based malicious RSU detection mechanism 125 

( Mershad et al., 2012), periodic beacon message broadcasting (Maglaras et al., 2013), 
and traffic alert sharing (Jindal and Bedi, 2017). They use message routing to forward 
vehicles’ data packets ( Mershad et al., 2012) and utilize beacon messages to share 
traffic information with other RSUs and vehicles (Maglaras et al., 2013). Besides, RSUs 
share traffic alerts to avoid unwanted situations such as accidents and bad road conditions 
(Jindal and Bedi, 2017). This indicates that R2R transmissions occupy a significant 
portion of the communications that an RSU uses to contact the VANET entities. Hence, 
the trustworthiness of an RSU should also reflect its reliable behavior in all these aspects, 
which is missing in the existing literature. In contrast to V2R communication, R2R 
communications are stable as the positions of RSUs are static, and they frequently interact 
with their one-hop neighbor RSUs, enabling precise and error-free trust calculations. 

Besides, existing works verify vehicle speed and density to determine the legitimate 
beacon content, and these parameters are used in the trust calculation based on beacon 
messages (Arshad et al., 2018;  Zaidi et al., 2015). Apart from vehicle speed and density, 
an RSU also shares sensor-detected data such as humidity (Jindal and Bedi, 2017), 
temperature (Jindal and Bedi, 2017), and carbon emission level (Maglaras et al., 2013) in 
beacon messages. The correctness of these sensor-detected data is also crucial as they 
directly impact traffic management; for example, vehicles usually try to avoid industrial 
areas prone to excessive carbon emissions. Hence, ignoring sensor-detected data to verify 
the validity of beacon content can create difficulty in traffic management. Therefore, trust 
calculation based on the beacon content should also reflect the correctness of sensor data, 
which is not considered in the literature. 

In this paper, we address the shortcomings mentioned above and propose a malicious 
RSU detection mechanism based on trust calculations that evaluates an RSU’s behavior 
depending on its interaction with other RSUs in the VANET. In particular, we make the 
following contributions: 

 We propose a trust-based mechanism to assess an RSU for its behavior in all the 
R2R communications. We incorporate an equation to compute an aggregated trust 
score of an RSU that uniquely combines its score in individual R2R communication. 

 We offer a robust mechanism to detect the correctness of sensor-identified data in a 
beacon message and assign a weight to each beacon message based on the validity of 
its sensor data. Finally, sensor data verification is combined with the verification of 
vehicle speed and density in the same beacon message to compute trust based on 
beacon content. 

 We implement the proposed scheme and evaluate the performance through extensive 
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experiments. The results demonstrate the effectiveness of the proposed solution in 
detecting malicious RSUs, which is approximately 92% in the presence of rogue 
vehicles. The experimental results also show that the proposed scheme improves 
the routing efficiency of the existing VANET routing protocols when incorporated 
with them. Besides, we observe that sensor data verification in beacon messages 
moderately improves the decision accuracy of the proposed scheme. 

 

II. Related Work 

Trust-based mechanisms are cost-effective solutions to detect malicious entities in 
VANETs. They assign trust scores to VANET entities based on their behavior to measure 
their credibility (Hussain et al., 2020; Soleymani et al., 2015). Although there are 
numerous works on the trust mechanisms for detecting malicious vehicles (Hussain et al., 
2020; Soleymani et al., 2015; Tripathi and Sharma, 2019), very few papers consider the 
issue of identifying rogue RSUs. 

(Abhishek et al., 2019) proposed a trust-based mechanism where every vehicle sends 
feedback about the RSU it has interacted with to a central trusted server. In this regard, a 
vehicle evaluates an RSU based on the channel quality and the total number of packets 
received from or transmitted to the RSU. The central trusted server calculates an 
aggregated trust value for every RSU based on the received feedback that is later 
compared with a threshold value to classify the RSU as malicious or authentic. They 
also employed a Gaussian kernel-based similarity metric mechanism to handle the impact 
of false feedback from misbehaving vehicles. This work only considered downlink packet 
drops; therefore, the authors proposed an updated version in (Abhishek and Lim, 2022) 
that defends uplink attacks and downlink attacks. However, this model only handles 
selective packet modification attacks performed by RSUs during V2R communication, 
which partly reflects the behavior of an RSU. Besides, (Lu et al., 2018) used the physical 
(PHY)-layer properties such as RSSI of the ambient radio signal to detect rogue edge 
nodes. In this scheme, resource-limited smartwatches and smartphones inside a car 
outsource heavy computation to an edge node located inside the vehicle. In this case, an 
outside malicious edge node situated in the VANET environment can launch a man-in-
the-middle attack by sending messages to the mobile devices requesting services. The 
mobile device uses the physical layer properties to distinguish ambient radio signal traces 
of an outside edge node from an inside legitimate edge node. However, this solution 
cannot ensure the content accuracy shared by the edge devices, which is crucial for the 
reliable operation of the VANET. Moreover, (Hao et al., 2008) proposed a distributed key 
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management scheme where a trusted authority plays the role of the key generator and an 
RSU as a key distributor. An RSU forms a group with the vehicles within its 
transmission range and provides them the group key after confirming vehicles’ 
authenticity. After receiving any complaints about other misbehaving vehicles, the trusted 
authority takes help from the RSU to recover the malicious vehicle’s real identity. In this 
case, a compromised RSU might provide the signature of a legitimate vehicle instead of 
the malicious one to the authority. The proposed scheme prevents this issue by not 
providing RSU any access to vehicles’ private keys. The main goal of this work is to 
ensure that an RSU performs its duty accurately as a key distributor not to identify the 
rogue RSUs. (Alnasser and Sun, 2021) proposed a trust model to prevent malicious 
RSUs that conduct recommendation attacks while detecting rogue road entities such as 
vehicles, cycles, motorcycles, and pedestrians. In this model, every VANET entity 
observes their one-hop neighbors’ behavior and sends their observations to the nearest 
RSUs. The responsible RSU analyzes the received behavioral information and decides on 
an entity’s trustworthiness. Besides, it sends the final list to the central cloud server, 
which monitors RSUs’ behavior and makes the final decisions regarding malicious road 
entity detection. In contrast to the previous works, our proposed solution analyzes the 
behavior of an RSU in all the means it can communicate with other RSUs in the VANET 
and produces an aggregated trust value reflecting realistic conjecture on the reliability of 
an RSU for R2R communications. 

Existing research works that explore false data detection mechanisms in VANETs mainly 
consider vehicles’ speed and density shared in beacon messages. For example, (Arshad et 
al., 2018) proposed a trust management system and fake data detection scheme that 
utilizes vehicle speed and density shared in beacon messages to measure the 
trustworthiness of a vehicle. This scheme also uses beacon and safety messages to filter 
out incorrect messages and gets facts from data to assess traffic data reliability. Besides, 
(Zaidi et al., 2015) proposed an Intrusion Detection System (IDS) that also uses speed 
and density collected from neighbor vehicles’ beacon messages to identify rogue 
vehicles. The proposed IDS analyzes the collected data statistically to detect false 
information attacks. In another work, (Al-Otaibi et al., 2019) classified traffic data using 
vehicle speed to identify rogue vehicles. In this work, an RSU analyzes traffic data 
provided by vehicles within its transmission area to calculate an estimated speed range. 
A vehicle is rogue if its speed does not belong to the calculated speed range. Similarly, 
(Paranjothi et al., 2020) also utilized vehicles’ speed to detect rogue vehicles. This 
scheme chooses vehicles with a more significant number of neighboring nodes as guard 
vehicles. These vehicles perform a hypothesis test on the neighbor vehicles’ speed to 
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identify malicious vehicles. Moreover, (Liu et al., 2020) proposed a false message 
detection scheme that uses a traffic flow model to analyze the actual behavior of a 
vehicular environment by utilizing vehicle speed and density collected from neighbor 
vehicles’ beacon messages. (Jalooli et al., 2024) utilized Blockchain to store trust scores 
of vehicles. This scheme validates sensor data to determine message authenticity. It 
further allows vehicles to query RSUs to get information on the trustworthiness of 
message sender vehicles. Besides, (Zhang et al., 2024) used both vehicle consensus and 
Gradient Boosting Decision Tree (GBDT) to detect false messages where vehicle 
densities are processed as time series data. (Lone and Verma, 2025) proposed a 
mechanism to detect misbehavior in VANETs based on multidimensional plausibility and 
consistency checks on beacon data, focusing on position and speed information. 

In contrast to prior works, our scheme considers sensor-detected data as well as speed 
and density information in the beacon messages to verify the validity of traffic data and 
incorporates both types of data to evaluate trust based on beacon content. 
 

III. Proposed Scheme 

In this section, we present a trust-based solution to detect malicious RSUs in the VANET. 
We first discuss the system model for the proposed scheme, followed by a detailed 
description of the working principle of the proposed scheme. 
A. System Model 

 
 
 
Fig. 1. System model of the proposed scheme. 

 

 
Fig. 2. Flow diagram of the proposed 

scheme for RSU R. 
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Figure 1 presents the system model of our proposed scheme. It comprises two entities, 
vehicles and RSUs. Vehicles are equipped with an Onboard Unit (OBU), a Global 
Positioning System (GPS), and different types of sensors to collect information from their 
surroundings (Onieva et al., 2019). They exchange periodic beacon messages, which is 
also known as Basic Safety Message (BSM) (Van der Heijden et al., 2018) and 
Cooperative Awareness Message (CAM) (Jin and Papadimitratos, 2018) to inform their 
existence and provide traffic information perceived through their sensors. They also share 
traffic alerts to notify emergency events to other vehicles and the nearest RSU. The 
communication among the vehicles known as Vehicle-to-Vehicle (V2V) communication 
ranges from 50 to 300 meters (Zhang and Chen, 2019). On the other hand, the 
communication between an RSU and vehicles is known as V2R communication. RSUs 
are local cloud servers placed at less than the one-kilometer distance in an area where 
traffic volume is usually high (Zhang and Chen, 2019). They are equipped with a 
network device supporting IEEE 802.11p protocol, devices to communicate with the 
infrastructure network, a GPS, and sensors (Van der Heijden et al., 2018). They provide 
real-time services to vehicles and process the data collected from vehicles through V2R 
communications (Al-Otaibi et al., 2019). Besides, RSUs generate beacon messages 
periodically (Maglaras et al., 2013) and share alert messages when emergency events 
occur (Jindal and Bedi, 2017). They also work as a relay node to propagate messages 
generated by vehicles and RSUs ( Mershad et al., 2012). An RSU communicates with 
other RSUs via R2R communication, and the communication range is limited to 1000 
meters (Zhang and Chen, 2019). We consider a hop count of 6 to transmit messages 
generated by RSUs as traffic data can be relevant up to 5km (Lee et al., 2014) and the 
maximum distance between two RSUs is 1km. 

B. Overview of the Proposed Scheme 

Each RSU R monitors its one-hop neighbor RSUs for a pre-defined time duration T 
shown in Fig. 2. During this time, R observes the behavior of its one-hop neighbor 
RSUs for routing messages, broadcasting beacon messages, and transferring traffic alerts. 
When T expires, R assigns trust scores to its neighbors in each of the above-mentioned 
communication scenarios based on their behavior and eventually combines all the 
trust scores to calculate the direct trust of the one-hop neighbor RSUs. For non-one hop 
RSUs, R uses the Q-learning mechanism (Guleng et al., 2019) to determine their trust 
values. R also decides a threshold value for every other RSUs in the network and 
compares it with the corresponding trust value to identify an RSU as legitimate or 
compromised node. 
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C. Trust Calculation based on Message Routing 

The proposed scheme observes the behavior of an RSU for dropping packets and altering 
packet content while it acts as a relay node to route messages from a source vehicle to a 
destination vehicle ( Mershad et al., 2012), or forward packets from remote RSUs to a 
central RSU (Huang et al. 2017). Each RSU R1 forwards packets to its one-hop neighbor 
RSU R2 and monitors the behavior of R2 on forwarding these packets for a fixed time 
interval T. R1 counts the number of forwarded and dropped packets by R2 and checks 
whether the forwarded messages are maliciously modified. Based on the observation, R1 
calculates the trust value, Trustrouting of R2 as follows: 

 =  ௥௢௨௧௜௡௚ݐݏݑݎܶ                           
௉೑೚ೝೢೌೝ೏

௉೑೚ೝೢೌೝ೏ ା ௉೏ೝ೚೛
 × ௠ܲ௢ௗ௜௙௬                               (1) 

where Pforward is the number of packets forwarded, Pdrop is the number of 
packets dropped, and Pmodify is the packet modification parameter. Eq. 1 
indicates that Trustrouting is computed based on packet forwarding ratio (Pforward/Pforward 
+ Pdrop) and packet modification parameter (Pmodify). Here, Pmodify is a binary 
variable where Pmodify = 0 when an RSU is maliciously altering packet content and 
Pmodify = 1 for an honest RSU not changing packet content. The multiplication 
operation in Eq. 1 puts higher priority on Pmodify as Pmodify = 0 makes Trustrouting 
= 0. This argument is justified as the trust value of a malicious RSU modifying packet 
content should be 0 even though it is forwarding some data packets. Trustrouting varies 
in the range [0, 1]. 

Each RSU R1 uses a Watchdog module (Marti et al., 2000) that overhears the incoming 
and outgoing traffic of other entities within R1’s transmission range. Hence, a 
watchdog module of R1 can detect whether R2 forwards a packet towards the next node. 
This module stores the recently sent packets by R1 and removes a packet from the buffer 
when it overhears the same packet being forwarded by the next-hop RSU R2. In this case, 
R1 increments Pforward. If a packet remains in the buffer for more than the expected time 
௘௫௣௘௖௧௘ௗ(ோభݐ , ோమ), R1 considers R2 has dropped that packet and increments Pdrop. R1 
calculates ݐ௘௫௣௘௖௧௘ௗ(ோభ , ோమ) as follows ( Bhoi, and Khilar, 2014): 

௘௫௣௘௖௧௘ௗ(ோభݐ    , ோమ)  = ௅
௥(ೃభ , ೃమ )

 + 
ௗ( ೃభ , ೃమ )

௏೛ೝ೚೛ೌ೒ೌ೟೔೚೙
 ௢௧௛௘௥                                       (2)ݐ + 

where L is the length of message, ݎ(ோభ , ோమ ) is the data transmission rate, ݀( ோభ , ோమ ) 
is the distance between R1 and R2, Vpropagation is the propagation speed, and tother 
represents the queuing and processing delay. The watchdog module in R1 estimates tother 
from the packet forwarding tendency of R2 that can be computed by taking the 
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difference of packet reception time and packet forwarding time in R2. Besides, R1 adjusts 
the link data rate based on the value in the window field of the TCP header in 
acknowledgement packets. 

The watchdog mechanism also compares the hash value of a packet on the incoming 
interface of the observed RSU with the hash value of the same packet on the outgoing 
interface (Patil and Tahiliani, 2014). The hash values are computed on the packet fields 
that are not supposed to change during routing (Patil and Tahiliani, 2014). If both hash 
values are the same, then no packet modification is performed by next-hop RSU. If the 
watchdog module detects a packet modification then R1 sets Pmodify = 0, otherwise 
Pmodify = 1. 

D. Trust Calculation based on Beacon Messages 

Each RSU periodically transmits hello messages that are beacon messages to its one-hop 
neighbor RSUs and vehicles to inform its existence and traffic-related information 
(Maglaras et al., 2013). The proposed scheme considers the beacon message generation 
rate and the accuracy of beacon message content to detect malicious behavior of RSUs. 
An RSU is trustworthy only when it does not cause flooding attacks and propagate false 
information using beacon messages. Hence, the proposed scheme first examines whether 
any flooding attack occurs. If a flood attack is not detected, trust value for beacon 
messages is computed by analyzing the correctness of beacon content. 

1) Trust Calculation based on Beacon Message Generation Rate: A malicious RSU 
prevents the message propagation by other entities of the VANET by flooding the 
communication channel with beacon messages. We use the flooding attack detection 
mechanism proposed in (Sajjad et al., 2015) to detect RSU’s misbehavior. An RSU R1 
observes its one-hop RSU R2 in a time slot i of length T and counts Bi(R2), the 
number of beacon messages generated by R2 during this interval. R1 also keeps track of 
the beacon message rate of R2 for the latest Z time slots and calculates the weighted 
average of beacon message generation rate as Bavg(R2) = ∑ ݐ) ܼ)⁄ × ௧௓ܤ

௧ୀଵ  (ܴଶ). If 
Bi(R2) > Bavg(R2) in a time slot i, then flooding attack is detected, and R1 sets Trustbeacon to 
0; Otherwise Trustbeacon=1. 

                     
Fig. 3. Vehicle and RSU traffic alert format. 

2) Verification of Beacon’s Content: Each RSU periodically shares beacon messages 
with its adjacent RSUs and vehicles within its transmission range to notify its existence, 
traffic condition, weather forecast, etc. (Jindal and Bedi, 2017). Besides, vehicles also 
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share beacon messages with their neighbor vehicles and the nearest RSU. Alongside, an 
RSU collects data about traffic situations, weather, etc. through its sensors (Sheikh et al., 
2019). Thus, an RSU receives huge volume of data from the beacon messages provided 
by both vehicles and neighbor RSUs and from its sensors (Hussain et al., 2020). The 
RSU analyzes those data, generates aggregated results for different purposes, and 
includes the analyzed result in the beacon messages to provide a traffic overview to the 
vehicles and one-hop  neighbor  RSUs.  An  RSU  usually  shares speed (Al-Otaibi et al.,  
 
Algorithm 1. Content verification of the i-th beacon message. 
 
Input: 
THspeed_ density: threshold to verify speed and density 
THtime: threshold to verify timestamp 
n: number of beacon messages received in T  
Speed: estimated average speed by R1  
Density: estimated vehicle density by R1  
B[i].Speed: speed in R2’s i-th beacon 
B[i].Density: vehicle density in R2’s i-th beacon 
MV: traffic alert received from a vehicle 
X[n]: list of vehicle count reporting IGNORE RSU 
Beacon[n]: list of beacon message status 
 

1:  function VERIFY BEACON CONTENT(R2, B[i]) 
2: Y = N = 0 
3: if |B[i].Speed − Speed|≥ THspeed_ density then 
4: Beacon[i] = 0 
5: else if |B[i].Density − Density|≥       
              THspeed_ density  then 
6: Beacon[i] = 0 
7: else 
8: Beacon[i] = 1 
9: end if 
10: if Beacon[i] = = 1 then 
11: while MV ! = NULL do 
12: if MV.Event Type = =′ IGNORE RSU′ 
13: and MV.Event Value = = 0 and 
14: B[i].Timestamp − MV.Timestamp ≤ THtime 

15: and MV.Location == R2.Position then 
16:  Y + + 

17: else 
18:  N + + 
19: end if 
20: end while 
21: end if 
22: if Y > N then 
23:  Beacon[i] = 0 
24:  X[i] = Y 
25: else if Y = = 0 then 
26: Total ← count adjacent vehicle() 
27: X[i] = Total 
28: else 
29:         X[i] = Y 
30: end if 
 31: end function 
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2019), density (Arshad et al., 2018), temperature (Jindal and Bedi, 2017), humidity 
(Jindal and Bedi, 2017), and carbon emission level (Maglaras et al., 2013) in beacon 
messages. If flooding attack is not detected (discussed in Section III-D1), R1 verifies 
the content of the i-th beacon message received from R2 in two ways as described in 
Algo. 1. They are: 

 R1 estimates the speed and density of vehicles coming from the area of R2 (Al-Otaibi et 
al., 2019; Arshad et al., 2018) and matches them with the same information in R2’s 
beacon message. If they vary by a certain threshold value, THspeed_ density, R1 sets the 
i-th beacon message, Beaconi = 1; Otherwise, R1 sets Beaconi = 0 shown in lines 
3∼9 of Algo. 1. 

 In line 10, if Beaconi = 1 (i.e, the speed and density information are correct) R1 
counts the feedback of intermediate vehicles to verify the remaining data in R2’s i-th 
beacon message. A vehicle V in the transmission range of R2 verifies temperature, 
humidity, and carbon emission level shared in R2’s beacon message through its sensors. 
If the discrepancy of information in R2’s beacon message and V ’s sensor data exceeds 
a threshold value, THsensor_data, V generates an IGNORE RSU traffic alert indicating 
invalid content. The neighbor vehicles of V verify the generated alert as they have also 
received the same beacon message from R2. They share V ’s alert with their neighbor 
vehicles if the alert is correct. Otherwise, they discard the traffic alert. Thus, the alert 
propagates through the VANET and ultimately reaches the one- hop neighbor RSU 
R1. R1 receives alerts from multiple adjacent vehicles and counts those IGNORE RSU 
alerts MV whose timestamp difference with R2’s i-th beacon is less than or equal 
to a pre-defined threshold value THtime in lines 10∼21. If the majority of 
neighbor vehicles (Y  > N in line 22) agree that R2’s beacon content is 
inaccurate, R1 sets Beaconi = 0, otherwise Beaconi = 1. Here, X[i] keeps a record 
of the number of adjacent vehicles of R1 reporting IGNORE RSU for the i-th beacon 
and used to calculate a weight wi in Eq. 3. If R1 does not receive any alert, X[i] is set to 
the number of adjacent vehicles in lines 26∼27 in Algo. 1. Note that in Algo. 1, R1 
verifies speed, density, and sensor data one by one and considers neighbor RSU R2 
legal (Beaconi = 1) if all of these parameters are accurate. However, R2’s beacon 
content is considered invalid if R1 finds modification in any of these parameters and 
does not proceed to check another one. 

In our scheme, both vehicles and RSUs generate traffic alerts following the format shown 
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in Fig. 3 (Arshad et al., 2018). Here, Sender ID is a unique ID of a vehicle or RSU, 
Position is the current position of a vehicle or RSU, Timestamp is the traffic alert creation 
time, Event Type indicates traffic event, Event Value contains a binary value to indicate 
the presence and absence of the event and Location denotes the event place. We define a 
new event type IGNORE RSU to detect invalid data. A vehicle assigns Event Value = 0 
for IGNORE RSU to indicate an RSU at Location is a malicious RSU generating false 
data and 1 to confirm it as an honest RSU. 

3) Trust Calculation based on Beacon Content: Suppose R1 receives n beacon messages 
from R2 during T. R1 receives IGNORE RSU alerts from adjacent vehicles and determines 
Beaconi based on majority vehicles’ opinion or the result of its verification of speed and 
density as shown in Algo. 1. R1 assigns a weight wi to each beacon message i as follows: 

௜ݓ =  ௑೔
∑ ௑೔೙
೔సభ

                                                      (3) 

where Xi is the total number of one-hop neighbor vehicles of R1 reporting IGNORE RSU 
alert for the i-th beacon message. wi actually indicates the proportionality of adjacent 
vehicles of R1 reporting IGNORE RSU alerts for the i-th beacon to the total number of 
adjacent vehicles generating IGNORE RSU alerts for n beacon messages in T. If Beaconi 
= 1 (i.e, the speed and density information are correct) and no alert is received for the i-th 
beacon message in sensor data verification phase (line 25 of Algo. 1), Xi is set to the total 
number of vehicles adjacent to R1 to prevent wi setting to 0 and assign highest possible 
trust score to an RSU not altering beacon content. The trust value based on beacon 
content is calculated as the weighted average of Beaconi generated during T as 
∑ ( ௜ݓ × ௜݊݋ܿܽ݁ܤ )௡
௜ୀଵ . Here, wi is multiplied with Beaconi to assign a score 

on R1’s belief on the correctness of the i-th beacon message. Finally, the trust based on 
beacon message is computed as follows: 

௕௘௔௖௢௡ݐݏݑݎܶ                     =  ൝
݇ܿܽݐݐܽ ݃݊݅݀݋݋݈݂ ݎ݋݂,1/0

 
∑ ௜ݓ) × ௡݁ݏ݅ݓݎℎ݁ݐ݋    ,(௜݊݋ܿܽ݁ܤ
௜ୀଵ

     (4)                                                

E. Trust Calculation based on Traffic Alerts 

Traffic alerts are time-sensitive, and erroneous traffic alerts can cause serious problems 
such as difficulties in managing traffic and creates threats to human safety (Zaidi et al., 
2014). When an emergency event occurs, vehicles observing that event generate and 
broadcast traffic alerts to the vehicles within their transmission range and the nearest 
RSU (Arshad et al., 2018). Similarly, RSUs noticing the same event also generate and 
broadcast the traffic alerts to the one-hop neighbor RSUs and vehicles under their 
coverage (Ahmed et al., 2018). A malicious RSU can modify the traffic alert with 
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malicious intent. Thus, the trust of an RSU should also reflect the degree of RSU’s 
capability of transmitting authentic traffic signals.   

Figure 4 presents a scenario of how traffic alert is verified in the proposed scheme. Here, 
RSU R2 monitors the area where an accident took place and RSU R1 is a one-hop 
neighbor of R2 observing the behavior of R2 for T time duration. Vehicles observing the 
accident notify R2 about the event and broadcast the traffic alert to vehicles within their 
transmission range. Besides, R2 also broadcasts a traffic alert for the same accident to R1  

 

Fig. 4. R2R false alert detection. 

 

Algorithm 2. Trust calculation of R2 based on traffic alerts. 

Input: 
MR2: traffic alert received from one-hop RSU R2  

MV [n]: traffic alert received from n adjacent vehicles  
THtime: threshold value for timestamp differences 

1:  i = 0 
2:  Y = N = 0 
3: while i < n do 
4: if MR2.Event Type = = MV [i].Event Type and MR2 .Event Value = = MV [i].Event Value and MR2  

.Location = = MV [i].Location and MR2 .Timestamp − MV [i].Timestamp ≤ THtime then 

5:  Y + + 
6: else 
7:  N + + 
8: end if 
9:  i + + 
10: end while 
11: if Y > N then 
12:  Trustalert =1 
13: else 
14:  Trustalert =0 
 15: end if 
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and vehicles under its transmission range. Thus, a vehicle receives traffic alerts on the 
same event from neighbor vehicles and RSUs. It verifies the authenticity of the received 
traffic alerts using the information sensed by itself or the same traffic alerts received 
from other neighbor vehicles (Guleng et al., 2019) and RSUs. A nonsource vehicle 
considers the content of the maximum number of received alerts on the same event as 
valid and shares that message with its neighbors. Thus, the alert message propagates from 
one vehicle to another and ultimately reaches R1. RSU R1 receives traffic alerts on an 
event from R2 and multiple adjacent vehicles V. It calculates the trust value of R2 
following Algorithm 2. For each received traffic alert MV [i] from an adjacent vehicle, R1 
compares it with the traffic alert MR2 received from R2. If both messages match on (1) 
Event Type, (2) Event Value, (3) Location (as shown in Fig. 3) and the difference of 
timestamps is less than or equal to a pre-defined threshold THtime, R1 considers them as a 
match and increments Y. Otherwise, N is updated. If the number of match, Y is greater 
than the number of nonmatch, N, then R1 sets the trust of R2 based on traffic alert, 
Trustalert to 1; Otherwise Trustalert = 0, indicating R2 as a malicious RSU. We can 
accomplish the same traffic alert verification process using the Decentralized 
Environmental Notification Message (DENM) (Santa et al., 2014) in Intelligent 
Transportation System (ITS). 

 

F. Aggregated Direct Trust Calculation 

R1 calculates the direct trust, Trustdirect of R2 as follows: 

ௗ௜௥௘௖௧ݐݏݑݎܶ = ଵݓ) ௥௢௨௧௜௡௚ݐݏݑݎܶ ×   + ଶݓ   × ௔௟௘௥௧ݐݏݑݎܶ × (௕௘௔௖௢௡ݐݏݑݎܶ              (5) 

 

where Trustrouting, Trustbeacon, and Trustalert are trust values based on message routing, 
beacon message broadcasting, and traffic alert sharing, respectively. We multiply 
Trustalert with the weighted sum of Trustrouting and Trustbeacon to assign highest priority to 
traffic alerts. Among VANET applications, traffic alert-based services are of utmost 
importance, serving time-critical and emergency functions such as the notification of an 
accident, and bad road conditions (Zaidi et al., 2014). Improper timing of traffic alerts 
can cause severe consequences such as road accidents hampering human safety. VANET 
entities use periodic beacon messages to enhance traffic efficiency and collaboration (Al-
Otaibi et al., 2019). Meanwhile, message routing mechanisms are used to provide other 
services like social networking and infotainment ( Mershad et al., 2012). Here to note that 
Trustalert holds a binary value (1 or 0). Due to non-critical timing nature, we assign 
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weights to Trustbeacon and Trustrouting based on the frequency of respective messages. w1 
and w2 are weights that sum to 1 and are defined as follows: 

ଵݓ =  
ிೝ೚ೠ೟೔೙೒

ிೝ೚ೠ೟೔೙೒ ା ி್೐ೌ೎೚೙
ଶݓ      (6)               =  ி್೐ೌ೎೚೙

ிೝ೚ೠ೟೔೙೒ ା ி್೐ೌ೎೚೙
          (7)                                  

where Frouting is the frequency of messages for routing, and Fbeacon is the frequency of 
beacon messages. 

We study all possible combinations of w1, w2, Trustbeacon, and Trustrouting and observe that 
a trust factor with a greater weight can hide the malicious property presented by the other 
trust factor in the following two circumstances: 

1) Trustbeacon < 0.5 and w1 ≥ w2: The packet routing rate of one-hop RSU is greater 
than or equal to the beacon message generation rate, and the one-hop RSU behaves 
maliciously for beacon messages. In this case, Trustrouting hides the effect of 
Trustbeacon. 

2) Trustrouting < 0.5 and w2 ≥ w1: Trustrouting indicates that the one-hop RSU has 
dropped more than 50% ( Xia et al., 2018) of the packets or it has modified the 
messages before routing. w2 ≥ w1 indicates that the beacon message generation rate of 
one-hop RSU is greater than or equal to the packet routing rate. Thus, Trustbeacon hides 
the packet drop/modify attribute of one-hop RSU. 

To handle the above-mentioned cases, we cut off the weight from a trust factor which 
hides the malicious activities displayed by other trust factor as follows (Wang et al., 
2020): 

ݓ  =  ܽܶ݁ି(௕்)                                  (8)                                                                                

where  T is the pre-defined time interval, b = w1 if w1 ≥ w2 else w2, and a = 1 − b. We 
assign the new weight w to the trust factor that hides the malicious activities of another 
trust factor, and 1 − w is assigned to the remaining trust factor.  

For the remaining combination of w1, w2, Trustrouting, and Trustbeacon, a trust factor with 
higher weight does not hide the malicious behavior presented by the other trust factor. 
Hence, w1 (computed by Eq. 6) and w2 (computed by Eq. 7) are not updated following 
Eq. 8 in these cases. 
 

G. Indirect Trust Calculation 

We use the Q-learning method (Guleng et al., 2019) to compute indirect trust. In this 
technique, every RSU maintains a Q-table containing an entry for every other RSUs and 
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broadcasts the table with hello messages. In the Q-table, each entry contains [Q(m, n), 
X], where Q(m, n) is the trust value of RSUm determined by RSUn, and X is a boolean 
variable which indicates whether RSUm is a one-hop neighbor of RSUn or not. The initial 
Q-value of each RSU is 0. Suppose RSUp updates the Q-table and the Q-value of RSUm 
at RSUp is updated as follows: 

   Qnew(m, p) = α×Qold(m, p)×{r+γ×avgv∊NBm Q(m, v)}+ (1 − α)×Qold(m, p)       (9) 

where Qnew(m, p) is the new trust value of RSUm evaluated by RSUp, Qold(m, p) is the 
previously assigned trust value, NBm is the set of one-hop neighbor RSUs of RSUm, α is 
the learning rate set to 0.7 (Guleng et al., 2019), r = Trustdirect if RSUm is a one-hop 
neighbor of RSUp; otherwise, r = 0, and γ is the discount factor set to 0.9 (Guleng et 
al., 2019). Eq. 9 takes the average of trusts provided by the neighbor RSUs to handle 
the Q-table modification by malicious RSUs and it is denoted as avgv∈NBm Q(m, v). 

Significant communication overhead occurs due to huge message passing to update the 
entries of Q-table for each RSU in the network. To minimize this communication 
overhead, we limit both the Q-table size and the number of times the Q-table should be 
broadcasted to 6 following the hop count constraint discussed in section III-A. 

H. Threshold Calculation and Malicious RSU Detection 

    Each RSU exhibits different behavior from the others. Therefore, it is crucial to 
maintain an individual threshold value for every RSU. The proposed scheme uses the 
threshold adjustment mechanism (Kerrache et al., 2018) to identify malicious RSUs 
where the initial trust value and threshold value for each RSU are set to 0.5. The 
threshold value varies in the range of [0.5, 1], and the trust value varies in the range of [0, 
1]. The threshold value is adjusted according to the changes in trust value which reflects 
the behavior changes of an RSU. The new threshold value, THnew is determined as 
follows: 

௡௘௪ܪܶ        =  ቐ
ߚ + 0.5 ߚ ݂݅ > 0
௢௟ௗܪܶ ߚ ݂݅ = 0

0.5 ߚ ݂݅ < 0
                                         (10) 

where β is expressed as β = Trustold − Trustnew. 

 

Each RSU computes trust values of other RSUs in the network and compares the 
trust value with the corresponding threshold value to identify them as legitimate or 
compromised RSU. An RSU is classified as legitimate when trust value is higher than 
THnew. Otherwise, it is a compromised RSU. 
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I. Handling Malicious Vehicles 

The proposed scheme uses intermediary vehicles between the one-hop neighbor RSUs to 
verify beacon content and traffic alerts. Although it is not possible to completely 
overcome the impact of malicious vehicles, we incorporate a mechanism to minimize 
it. A malicious vehicle in the transmission path can create a false traffic alert or drop or 
modify the correct alert messages. In our scheme, nonmalicious neighbor vehicles 
observing the same event verify the traffic alert’s authenticity and drop the message if it 
is incorrect. They share the message with the vehicles within their transmission range, 
only if it is valid. Vehicles not observing the event rely on the majority opinions of 
neighbor vehicles and source RSU and verify the alert accordingly. To reduce the effect 
of malicious vehicles further, the RSU prefers the opinion of the majority of its adjacent 
vehicles regarding any event message. Section III-D and III-E discuss the handling of 
rogue vehicles in details for verification of beacon messages and traffic alerts, 
respectively. 
IV. Simulation Results 

In this section, we present the results of different experiments conducted to evaluate the 
performance of the proposed scheme. Besides, the experimental outcomes showing the 
impact of the proposed method on the current VANET routing protocols are also 
presented in this section. 
 

A. Experimental Setup 

We used Network Simulator 3 (NS-3) (Riley and Henderson, 2010) to evaluate the 
performance of our proposed scheme. Besides, we used Simulation of Urban Mobility 
(SUMO) (Behrisch et al., 2011) to construct a realistic vehicular mobility model. A 
visual network editor of SUMO known as NetEdit (Behrisch et al,, 2011) was used to 
insert and manually position static RSU nodes at every intersection in the traffic 
environment. After that, vehicles were loaded into this network model. SUMO 
configuration files were used to generate trace files containing the information of 
vehicle movements, and they were fed into the NS-3 simulation. The ns2-mobility-helper 
(ns-3 documentation, 2025) tool in NS-3 was then used to parse this trace file and get the 
coordinates and velocity of the vehicles. It then assigned the corresponding mobility 
patterns to network nodes by maintaining temporal and spatial alignment with 
communication layers. Figure 5 presents our simulation model generated by SUMO. 

For simulation, we considered an area of 14km × 14km where 25 RSUs were serving 
500 vehicles running with an average speed of 20m/s. NS-3 uses IEEE 802.11p 
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communication protocol, which sets the transmission range of vehicles and RSUs to 250m 
and 900m, respectively. A summary of the simulation parameters is presented in Table I. 

We considered the impact of both malicious vehicles and malicious RSUs to evaluate the 
performance, as the verification of both beacon messages and traffic alerts involves 
vehicles running on the road. Experiments were conducted with an increasing percentage 
of malicious RSUs, MR (20%, 40%, and 60%) and an increasing percentage of malicious  

 
Fig. 5. Simulation traffic model. 

Table 1. Parameters used in simulation. 
Parameter Value 
Simulation area 14  km × 14 km (Mershad et 

al., 2012) 
Number of vehicles 500 (Jindal and Bedi, 2017) 

Transmission range of 
vehicle 

250m (Kerrache et al., 2018) 

Vehicle speed 20m/s (Mershad et al., 2012) 
Number of RSUs 25 (Mershad et al., 2012) 

Distance between RSUs 900m (Bhoi, and Khilar, 2014) 
Transmission range of 
RSU 

900m (Bhoi, and Khilar, 2014) 

Simulation time 20m 
 

vehicles, MV (5%, 10%, 15%, and 20%). Each experiment ran the simulation for 20 
minutes and the results were averaged over 10 iterations with error bars indicate 95% 
confidence intervals (Guleng et al., 2019). We follow (Guleng et al., 2019; Xia et al., 
2019) to adopt an attack model for our proposed scheme. In our experiments, malicious 
RSUs dropped and forwarded packets with a probability of 0.5. During packet 
transmission, they modified packets with a probability of 0.5. Rogue RSUs also created 
flooding attacks and altered information in beacon messages with a probability of 0.5. 
Further, they altered traffic alerts with a probability of 0.5. On the other hand, 
malicious vehicles generated IGNORE RSU alert for an accurate beacon message 
with a probability of 0.5. They dropped IGNORE RSU event or modified the event value 
with a probability of 0.5. Besides, they modified the traffic alerts with a probability of 
0.5. 

In our simulation, Q-learning was employed to compute indirect trust of nonneighbor 
RSUs. The state represents the current trust knowledge an RSU has about nonneighbor 
RSUs, incorporating Q-value and the trust feedback received from the neighbor RSUs. 
The action is the periodic update of the Q-value using the defined update formula in 
Section III-G. The reward was set to zero for nonneighbors due to the absence of direct 
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trust information. We used a fixed learning rate (α = 0.7) and a discount factor (γ = 0.9) 
(Guleng et al., 2019). 

B. Performance Metrics 

We evaluated the performance of the proposed scheme using five performance metrics. 
Table II enlists the parameters used to define these performance metrics. 

 

Table 2. Parameters used in performance metrics. 

Parameter Description 
True Positive (TP) No. of malicious RSUs identified correctly. 

False Positive (FP) No. of legitimate RSUs identified as malicious RSUs. 

True Negative (TN) No. of legitimate RSUs identified correctly. 

False Negative (FN) No. of malicious RSUs identified as legitimate RSUs. 

1) False Positive Rate (FPR): It shows the probability of legitimate RSUs to be identified 
as malicious RSUs as    ݁ݐܴܽ ݁ݒ݅ݐ݅ݏ݋ܲ ݁ݏ݈ܽܨ =  ி௉

ி௉ ା ்ே
                                           (11) 

2) False Negative Rate (FNR): It shows the probability of malicious RSUs to be 
identified as legitimate RSUs as   ݁ݐܴܽ ݁ݒ݅ݐܽ݃݁ܰ ݁ݏ݈ܽܨ =  ிே

ிே ା ்௉
                         (12) 

3) Precision: It is the ratio of correctly detected malicious RSUs to the total number of 
RSUs that are identified as malicious and defined as ܲ݊݋݅ݏ݅ܿ݁ݎ =  ்௉

்௉ ା ி௉
              (13)                                                       

4)Recall: It is the ratio of correctly identified malicious RSUs to the total number of actual 
malicious RSUs and defined as  ܴ݈݈݁ܿܽ =  ்௉

்௉ ା ிே
                                                    (14)            

5)Accuracy: It is the ratio of correctly identified malicious RSUs and legal RSUs to the 
total number of RSUs and defined as ݕܿܽݎݑܿܿܣ =  ்௉ ା ்ே

்௉ ା ி௉ ା ிே ା ்ே
                (15)                            

C. Performance Analysis 

In this section, we present our findings on the performance of the proposed scheme 
derived from the analysis of different experiments. Although the work of (Abhishek et al., 
2019) calculates the trust of RSUs, it is not possible to compare this scheme with our 
proposed method in a meaningful way as each scheme calculates the trust values of RSUs 
considering the behavior of RSUs in diverse communication scenarios. Hence, we present 
the results for the proposed system only. 

1) False Positive Rate (FPR): Figure 6a shows that FPR increases with MV and MR and 
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it reaches to approximately 30% when MR=60% and MV =20%. Two reasons are mainly 
working behind the generation of FPR in our scheme. If MR increases significantly, all 
the adjacent RSUs of a legal RSU may behave maliciously, and they can bound the 
legitimate RSU to drop packets by creating beacon flooding attacks. Thus, a legal RSU is 
identified as a malicious RSU. Besides, vehicles propagate traffic alerts to help 
verification of beacon content and alert messages. Rogue vehicles may generate IGNORE
RSU alerts for an honest RSU to prove it malicious. Similarly, when an honest RSU 

reports an event, hostile vehicles can drop or alter the traffic alerts generated by the 
honest vehicles for the same event and establish the RSU as a malicious one. 

 

Fig. 6. Performance analysis of the proposed scheme. 

2) False Negative Rate (FNR): As shown in Fig. 6b, malicious vehicles have very little 
influence on the FNR. When a malicious RSU generates a false beacon message, the 
rogue vehicles can either stop propagating IGNORE RSU or modify the event value. 
Hence, the malicious attributes of an RSU remain unknown, and it is considered a 
legitimate RSU. When MV is relatively low, the nonmalicious vehicles suppress 
malicious vehicles’ effect by verifying the same beacon messages. Therefore, FNR is not 
visible up to MV =15% in Fig. 6b. In our simulation, a situation where modified traffic 
alerts by malicious RSUs match with the rogue vehicles’ opinion does not occur because 
of the low frequency of traffic alerts and independent decision-making of malicious 
vehicles without considering the action of malicious RSUs. Therefore, FNR is not 
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generated for traffic alerts. Malicious RSUs have no impact on the FNR. The proposed 
scheme generates maximum 8% FNR for MR=60% and MV =20% shown in Fig. 6b. 

3) Precision: Figure 6c shows that the precision decreases with the rising values of 
MV. As we described in Section IV-C1, the impact of MV increases FPR. Thus, the 
precision decreases with the increasing values of MV. For a fixed MV, higher values of 
MR increase both TP and FP. Hence, precision increases with MR for a fixed MV. The 
precision reaches almost 81% when MR=60% and MV =20% shown in Fig. 6c. When 
MR=60%, the precision drops approximately 10% at MV =20% compared with MV =5%. 
Similarly, the precision drops approximately 26% at MV =20% compared with MV =5% 
when MR=20%. These results indicate that when MR is higher, precision mainly depends 
on the activities of rogue RSUs. On the other hand, for lower values of MR, the 
precision values are dominated by rogue vehicles’ malicious activities. 

4) Recall: The proposed solution identifies nearly all the malicious RSUs shown in Fig. 
6d. The recall value is around 92% at MV =20%, and MR=60%. The recall ratio also 
indicates that the proposed solution is sensitive to the increasing MV. The higher values 
of MV enable the rogue RSUs to hide their malicious properties, as discussed in Section 
IV-C2. Fig. 6b shows that FNR is visible for higher values of MV. Therefore, slight 
increase of FNR at MV =20% in Fig. 6b reduces the recall values at MV =20% for 
MR=40%, and MR=60% shown in Fig. 6d. 

5) Accuracy: Figure 6e shows the accuracy of the proposed scheme. If MV is fixed, 
accuracy decreases with increasing MR. As FP is nearly the same, and FN is rarely 
visible for fixed MV, accuracy depends on TP and TN. Higher values of MR 
increase both TP and FP, reducing FN and TN, respectively. As a consequence, 
accuracy decreases with higher values of MR for a specific MV. On the other hand, for 
fixed MR, with higher MV, both FP and FN increase, decreasing TN and TP, 
respectively. Hence, the accuracy decreases gradually with increasing MV for a 
particular MR. The proposed scheme achieves an accuracy of approximately 86% when 
MR=60% and MV =20%. 

D. Impact of Beacon Sensor Data Verification 

The proposed scheme considers an RSU’s tendency to cause flooding attacks and alter 
beacon content in computing Trustbeacon. It incorporates a mechanism to check the 
correctness of sensor data in beacon messages (Section III-D2) in addition to checking 
the correctness of speed and density information found in existing literature (Al-Otaibi et 
al., 2019; Arshad et al., 2018). We conducted a simulation study to evaluate the effect of 
the sensor data verification mechanism. Experiments were conducted for a fixed number 
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of malicious vehicles MV = 20% and varying numbers of malicious RSUs, MR=20%, 
40%, and 60%. We collected experimental results for the proposed scheme with 
(scenario 1) and without (scenario 2) the sensor data verification mechanism and 
compared the performance in both scenarios. Figure 7 shows the result of comparison 
which demonstrates a visible reduction in accuracy for both scenarios with the increasing 
number of malicious RSUs. However, integration of the sensor data verification 
mechanism improves accuracy, and the highest improvement is observed when MR = 
60%, yielding an approximate 8% increase in accuracy. 

 

 

Fig. 7. Impact of sensor data verification in decision accuracy for MV =20%. 

E. Network Performance Analysis 

We incorporated our proposed scheme with several VANET routing protocols such as Ad 
Hoc On-Demand Distance Vector (AODV) (Sallam and Mahmoud, 2015), Optimized 
Link State Routing (OLSR) ( Chouhan and Deshmukh, 2015), and Destination 
Sequenced Distance Vector (DSDV) (Rani et al., 2011) to analyze the network 
performance. As an entity of VANET, RSU also uses these protocols for R2R and V2R 
communication ( Chouhan and Deshmukh, 2015). We used the same simulation traffic 
model and parameters as discussed in Section IV-A. To generate data packets, we used 
50 vehicles and all of the 25 RSUs as source nodes and considered all entities in the traffic 
model as receiver nodes. The simulation was performed for varying numbers of 
malicious RSUs, MR (20%, 40% and 60%) and a fixed number of malicious vehicles, 
MV =20%. 

1) Network Performance Metrics: To analyze the network performance we used the 
following metrics: 
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1) Packet Delivery Ratio (PDR): It is the ratio of the total number of data packets 
received by destination nodes to the total number of packets sent from source nodes. 

ܴܦܲ   =  ்௢௧௔௟ ௡௢.௢௙ ௣௔௖௞௘௧௦ ௥௘௖௘௜௩௘ௗ
்௢௧௔௟ ௡௢.௢௙ ௣௔௖௞௘௧௦ ௦௘௡௧

                                                   (16) 

2) Throughput (Tp): It is the number of data packets transmitted successfully at a 
given time. 

௣ܶ =  ்௢௧௔௟ ௡௢.  ௢௙ ௣௔௖௞௘௧௦ ௧௥௔௡௦௠௜௧௧௘ௗ ௦௨௖௖௘௦௦௙௨௟௟௬
்௢௧௔௟ ௧௜௠௘

                                  (17) 

3) Average End-to-End (AE2E) Delay: It is the ratio of the time required to send data 
packets from source to destination to the total number of packets received. 

ݕ݈ܽ݁ܦ ܧ2ܧܣ   =  ∑(்௜௠௘ ௧௢ ௥௘௖௘௜௩௘ ି ்௜௠௘ ௧௢ ௦௘௡ௗ)
்௢௧௔௟ ௡௢.௢௙ ௣௔௖௞௘௧௦ ௥௘௖௘௜௩௘ௗ

                               (18) 

In the subsequent sections, we analyzed the performance of the network considering 
the presence and absence of the proposed trust model in all the routing protocols 
mentioned in Section IV-E. 

 

 
Fig. 8. Packet delivery ratio on various 

values of MR for MV =20%. 

 
Fig. 9. Throughput on various values of 

MR for MV =20%. 
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2) Packet Delivery Ratio (PDR): In the fundamental AODV, OLSR and DSDV 
protocols where the malicious RSU detection mechanism is missing, an RSU forwards 
packets to next-hop RSU without considering the malicious behavior of that RSU. If the 
next-hop RSU is malicious, it can drop packets, resulting in low PDR. In case of packet 
drops, packet retransmissions take place in each protocol. However, integration of the 
proposed trust model improves the PDR in all the protocols as an RSU can decide to 
exclude one-hop malicious RSUs from packet forwarding. As shown in Fig. 8a, 8b and 
8c, the average improvement for AODV, OLSR, and DSDV is approximately 12%, 4% 
and 4%, respectively. Nevertheless, PDR decreases with the increasing number of 
malicious RSUs as they can jam the network through excessive beacon broadcasting or 
increase packet drop. From Fig. 8d it is clear that the basic OLSR protocol performs 
better than the other fundamental protocols. If any disconnection occurs, OLSR finds a 
new route faster than other protocols using routing tables. In contrast, DSDV takes a 
longer time to find a new route and, therefore, results in low PDR. In case of AODV, it is 
not facilitated like OLSR to get route information from some selected nodes known as 
MultiPoint Relay (MPR). Hence, AODV has lower PDR compared to OLSR. On the 
other hand, incorporation of the proposed trust model results in similar PDR for both 
AODV and OLSR as AODV usually creates a route immediately if needed, whereas 
OLSR updates the routing table periodically. During route discovery, AODV also takes 
the advantages of the trust model to avoid malicious RSUs. Hence, PDR increases 
significantly for AODV. 

3) Throughput (Tp): Figure 9 presents the throughput of each routing protocol 
with/without the proposed trust model. As discussed earlier, each routing protocol with 
the trust model improves the packet delivery ratio and as a result the throughput 
increases. As shown in Fig. 9a, 9b and 9c, the average improvement for AODV, 
OLSR, and DSDV is approximately 14%, 6%, and, 8%, respectively. Similar to the 
PDR, we observe from Fig. 9d that the OLSR protocol exhibits best throughput, which is 
followed by the performance of AODV and DSDV protocols, respectively due to their 
underlying mechanism as mentioned in Section IV-E2. 

4) Average End-to-End (AE2E) Delay: When the proposed trust model merges with the 
routing protocols, they select honest next-hop RSU to propagate messages. Hence, packet 
drops are reduced for each protocol which ultimately reduces packet retransmissions. As 
a consequence, end-to-end delay decreases as shown in Fig. 10. However, it is observed 
that the improvement in the end-to-end delay is minimal. Our proposed model only 
detects the malicious RSUs and does not exclude them from the network. Therefore, 
malicious impact such as beacon flooding remains in the network that can cause 
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congestion. Though end-to-end delay for both OLSR and AODV is nearly same as shown 
in Fig. 10d, OLSR shows slightly better performance due to the routing efficiency. Once 
again, DSDV shows the worst end-to-end delay performance. 

 

Fig. 10. Average end-to-end delay on various values of MR for MV =20%. 
 

V. Conclusion and Future Work 

In this paper, we proposed a trust-based malicious RSU detection mechanism for an 
edge-enabled VANET. Our proposed scheme analyzes R2R communication patterns to 
find the deviation in RSUs’ behavior and assigns trust scores accordingly to distinguish 
malicious RSUs from nonmalicious ones. Besides, we proposed a mechanism to evaluate 
trust values based on the correctness of the beacon content provided by an RSU. The 
simulation results reveal that our scheme detects approximately 92% malicious RSUs and 
decides the type of RSUs with an accuracy of nearly 86% in the presence of rogue 
vehicles. Besides, the proposed scheme contributes a moderate network performance 
improvement of 14% when incorporated with the AODV routing protocol. In the future, 
we aim to include a sophisticated mechanism to minimize the impact of malicious 
vehicles. We also plan to utilize different machine learning mechanisms to identify 
malicious RSUs and want to study the performance of the proposed scheme using real-
world data sets. 
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